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Research on Behavioral Portrait Model of Network Threat

Source Based on Communication Activity Analysis

Huang Shuang?, Gong Jian*
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Abstract: In order to solve the problem that the existing tracking and forensic system has low level of complex network
communication activity data for network threat sources and scattered communication activities of each tracked object, this paper
designs a threat source behavior portrait model based on communication activity analysis. The model is based on specific security
event information, uses OpenFlow switches to filter and forward packets, uses PF_RING ZC zero-copy drive tool to collect
packets, uses open source intrusion detection software Suricata and network traffic analysis tool Zeek to get the original activity
log offline, and then use log information relevance, connection status and timeout mechanism to merge sessions. Finally, the
behavior characteristics of the threat source are extracted from the four perspectives of time, space, content, and threat, and
individual and group portraits of the cyber threat source are obtained. The behavior portrait model was verified by two instances of
single-IP tracking task and multi-IP tracking task, and the results showed the effectiveness of the behavior profile model.

Key words: Network Threat Source; Behavior characteristics; Individual portraits; Group portraits

“+—T%” 211 T CERNET (China
Education and Research Network) X% .0 F1 38 />
A% i R T e R 2 L X 4 2 A R
R4W, HE S E CERNET 221 WAL 75 M 1)
W28 22 A AN, AL R IS ATIRES 1) S It
WA, 2% 2 A S B B S TR ARSI AR X 4% 22 A A
({8 2 N . CHAIRS (Cooperative Hybrid Aided
Incidence Response System) RZAEAE1Z RS+ =&
— A3 A N 2 N R S8, 3SR CERNET

feZ A W, (1997-), o, Wi-L#7E, E-mail:
shuang@njnet.edu.cn; 32843, (1957-), %, #¥%, E-mail:
jgong@njnet.edu.cn.

DR 286 H o DL 871 R ) 22 A BN DR (A S S g R
HiEhThee, e NI PREA S A, 4
o B A A I ) R
NT B4 b 6 CHAIRS R R
2% J W U5 AT R 2o B, AT RS T
MONSTER R4, 4448 BN G0 9 26 B it
TV AT, 75 B Y 28 B IR A T8 B EUEE
B CHAIRS R4t AEFFBERIIREE X R A5 S (—
LB 1P, FFUIRAE B B3I BB BT 5
CHLE B RN G5 B AN 6 7 B 5D Rk 2
MONSTER #4347 18 ERHUIE, Z8/5 MONSTER %
Gunt 1B E T G AT I 45 38815 5 2 (118 15 5 A JCHL
UE, SRECEE PR (S B, 18 B3 25 oy 5

2021 M 2% 5% ] 2 A e U AR A AR R IR



2021 MEF AR EFRMREFZANILIE

SR BEE 2R KRG FrELE1T, HAria
EREGIE S 73 5 it T SR AN s B DL R ik = = 2
UAT N BT () 1) R, ASHIE 555 R 22 4 (B R e
PR ERGIE S 23T 7 Ihae L 55n, $2m
T A N PR R A 5 B BT o ELAR 1 e L
LnsriEA 5 15 sh j5 A #EThAe, ik H B CEES
FEAE IR AR A 4 Suricatal® T kK 28 i &
Mr T H Zeek (JR4 N Bro) BIE2k8 3 JE447E 50 H
A, PR ERRRAS R AL A H 2 A AR AT
RSV B B 2> 3 20, AR IE S 5 3 B A
FRRIBE A e il {288 H — b R 2% B IR AT
R AR, @ A TS ST R S E L
5 B YA A B S b 15 380 IR PR AN AR IR R
R, RS2 A8 A5 AT s S 2 A 1)

7] L

1 ITNER RGN

IR 2 R RGN SLPRIIRERR K, T (5
BT R 2% BIEAT 9 R ) o SR S5 sl 1
IR o BlE IR /2 32 B8 N IBAS 1E 3 A 1P HEfith
Hodle PRI SR BT 7% B . RREIRIUR 125
J T ORI AT AN GE T 0 M S B AR AR 175 3 e
HONIRTE] . 2508 AR BS54 2 SR B SRR
AT RIS 2 T B TURE AT R IE R IR B R AT
AMAERAREAE AR, FREREER.

il

[a | o |[mmew | | [ |
ERIERE=3 B
..... @ﬁwﬁ() ...... GN%EU ...... T %EE”:

1 AT R E BRIy R 45 H P

T iZAE L A MONSTER R4 H I — AT
B, FEGHADRGIMERAT, FIRAS 24
IR R G e BA TAERBEME 2 s, Hi,
HYDRA Chybrid detection response agent) Akt
SDN H R ARG RGE, ZRG 4T

OpenFlowlIAE #fL 42 il I 8 HR SC I 2, AT BAGRAIE
TE P 2% IR H IS AT I [RII SIS 2 U 2 P L
Xof T i O RE AR A o L AP BIGIE SR A A B R P
PF_RING ZCROZE4E NUIKA) T R ATIROCR S, 8
EVE BT F R R A 4K Suricata Al
P 28 i B o AT T Zeek BSLR1F B F4GTESN H & A&
3C BRI AE VE B TR R ai S A EE 4y DA
FAT NEAGERHEAT /4

e
CHAIRS B
___________________ 3,
EEET

._:, son o
A

(]

OpenFlowsr#af]l,
T —

2 RYTIRRE
2 BEESE BRI TS EH

MONSTER % Gt HUIE R SR H O A AR IE AT
K WBER AT, RERBEATS KM KRB I
ERGAE T, SRJGHET Suricata F1 Zeek PR SCH& ]
THAFEGEEHEE R BT 008 e 5
FA 25 ) A SC T T — AN 85 I Bl 5 Ab A
B, B AR BB 3 FR.

—»| ZE¥E
;
<RERIEZII 5
¥
— AR -
£iEIPCAP S#PCAP

IDStERFTT

v

EEEE AEFEESIE
| ] |

FERRIEN
PCAP

K 3 S B IR A K



2021 MEF | R EFRMAREFZARNILIE

b RS
Mop i, RIS H A (352l H B AT ER H &7 it
T8EIE R, RIRRERAENEEENEEE,
VBN 5 8250 AT ) J Rt 00 e

ST H) PCAP SE NG IS H AT 4G

2.1 BHEIEE b

IBEERT SAH IR SCAE LT IDS K 5 215 2
PRI ER HE, HAMNER B E R ARSI
5 EREN A CBA B RSB R, DR TR
W H ERATHE B AL B . Zeek B HT 2506 T- 4
— %S AR uid, ZARIREEE SR
WUGESH &, B iR H IR R . DR A
%} Suricata #4745 B Zeek AR5 BikAT & IF [
B, ANTAPEVRIRFFG—, e R FE A2
Wi, T BTN Zeek 215 uid. FRILZ Ak,
G RIETFEAE G R, Wnt g, JEHhik,
P O, HHhE, B, ERREE, A

HIZ AR 1DS ZFR. Bk 1 R,
® 1 BRAEEKEX
FEB FEAIR
ts FF (17
uid SRR IRAT
srcip P Hh gk
srcport Py 11
dstip H it kit
dstport H i -
signature BARFFAEE

Rl 1% B i A DS 44 7%

sensor

2.2 PrESHEE S A

TR B3 BT 245 Zeek UL J% Suricata #5217 %2
Tl B2 FH 2 B B BN R A R AT LSS 44 T B
W DNS. B SCAAE N HTTP 25, JB BT R A
WBEHR AT 1DS KT G 2 7= A s 3 H 5
PEIEAEAE T RGBS (R TR RS LT
ARASVER, DR AR e R 4z st ) e ik SR 5 8 1 ) 4 S
SRR A0, X2 R S S AT A R
FyANAS [E B4 BT R 48 B A AN [E I R 2 g BT AL
Hil, DRI T B A W 45 AR B B e B N 2
WUGEBNE R N TR LA EJUAN RS, PhslE3)

Kot Ja AR T ZE S LA =AM AR 1. B H
LI LA Zeek T4 ROVFEME, XF T AR
N JZE B Suricata & RS S RE ST, &
JR Gt A& A - 2. 70 R TE B 1l LR R R4
3, 5 FMEERCE RS S DS K.

23 SiEEE5EH*

rEEFERANZ2TERE connlog, H
H ) history B & TS 1EFEE DT, SRS
8 SNk 2.

2 2 history JIRZE X
Meaning

s A ACK £z SYN
h SYN +ACK (“#EF")
a 4f ACK

d  EAHREGTNEEEE CHHED
f
r
t

Letter

FIN A28 1 EdE
RST £ & 1 F%dit
A R
B R FIRES DR S5 e R RAE 2
TEEE AR, R R S 1E ¥ 218 S B.<ts,sreip,
srcport, dstip, dstport, proto> SN 4 & i S G 75 22
R I T ST RO, TR A R RS
BTy B AN, 4N — A RS EIA R A 54T
T RS T T BRI S R ST R
P 45 R DA R 5E B4 S AR 1 45 SR R DASG IR 24 i
R SEREME R ER M, o e BRSO I 7 48
TR RSCE G R B e R SCR A4 R, 6E
B VE N —PhERAR 45 BRI T LR, 3R 3 NIBEHMTS
IAESE R

=3 HRERNIL

I TN SERER L

M SRR R AT T R o
iRl eSS

STEHE 14199 10702 10692

n B, %05 REEARMF IO AT T SRl
R 2T 0 IR, S e T 7 5 Hh e e
W, ff kRO EINE %, HESHRER
BRI KT SR b N 21U, AT %
ST REURMLL, AAERIE T IR ZE A REFRU)
S(ENEE el S PP L IR P W RPN RS €

2021 [ 2% 7 [a) 22 = S Bt AR AR I



2021 MEF | R EFRMAREFZARNILIE

3 ITAEBER TS EE

AR RAT 9 EARARR 3 A5 1 B 0 A i i
(1, WA U JROE A5 5 Bl 2 4R 2 T N A R PR o i
TR, WA IR 245 SC PR ) e I AE 5 3015
FREOAEZEER . MRS BAMREE T NE
B, — e —ANEER IPAHSC I T B SIS S
J T IBERXT R AT ARFE TS . IBERXT R I
LT, RIEER N AR B S —MERE 1P, A
ZIBER 1P MAT RHEAU B T — MBERN R INAT
VL WARIBERN AR T —HIBER IP, UL
TG M ITIREGIAEE 1P Z AR SGIER RO St —
AMBER RAAT RHE. BT LA B3 Mr, ARSI
JORIEAT R4 2P AT T 25 2R, BIASAR R
AT R .

3.1 AT ARHERE

AT R A S8 SRR IR AT IR, 8 T
7 RLRFZARABER T R AT JRFALE A SCRE AR TR]
] AR FE YA E L AT 704 T IR AR
ZNERRRNE, BN RS D B
1P, ACAAT NRFIE R 055 BB ER IP AT NI4T N
AL AL ZANIBER 1P 8] RIROR R AT RFIE, A 3C
HHCRE X P RRF AL 73 33l i 44 A AR R AT SR IBRFALL
ASCRG XX PIAAT RFAE 7 A AT SR AARRFAE
MPYAEFEFEATRF LRI, CLFEIG BRI L S v
HR 55 SRR AR L, RIRARS L 2 M ] 1 P 7
EHETIEREE IP SRERRHEIZHE -

3.1.1 JEERE

FEREIB B RUNAT RIS, A7 b B IZRS
R REATHE, £, AHEEAXTR
G s B R T B IR VS S SRR . T A
WGl 2R AR, O T A B ER
FEREAT IR, A SCR 22 2650 1P A R LIS [8]AH I A
RUWHHAT AR, DU O ALGE T 2 i SR A B R
IR AN RIS TE) B N B BRI 3 R P R s e
4o b Sum JymE AN A B AL N T
RIS A F I B B E S ECE A, il 5T R
AN S BOEAT LRSS ANE — R A S
TR AR

A4 IEREERI )

TR . . . .
ANVEER RRIE BR HREER T R
sy
VEE Sum/48~
0 0~Sum/48 >Sum/24
HE sum/24

3.1.2 SEmaE

SONAE 32 BB I B R RS 1P MR
PEE IR, HIBE RIE TN, 2% i
FRE AT TANFRIE 2. AR 0l AN )3T
BB GUR T RSN, AR U AT AR A
T BCE AN FRTT . D8 1 SOV RA 1 3RAG B B33 B
SONAVE A, AOCRNG P SRR b A B A
o MEZ Bhr . ST =N E AT RIS B 45
R

3.1.3 g

RIS RMOFEMNE, — 2N HED
KA, —ARRIEE . RS KB RALH Zeek 53Hr
AT R Z TR, SR MIE BRSO IRk
sy, W HARMEIRSS KA,y 1ImaExs I8 g,
GOSN, I T BN H AT REAR 1 B A ATk —
B M. NHEEZLL HTTP BhisCABIHE T /0¥

Zeek BeXT http # SCL BT EAT1F 2] http B
MR, SRR Zeek ILREXEET
http B0 4 (1 SCAFEAT b, BRSO A
[ R SR BB T LRI A E AR 2 et 2 A,
FEAL N A B IOCKERHIEE bR E 2 i,
WHE B R RSS, FERARME B EE/NMOEHE
PR P, BT B B SR, AR
EFRERIN text/ntml. image/jpeg %5, WBISIT N
R BN K HE 4 LTt 4H <srcip, sreport,  dstip,
dstport, proto> )£ i P AFAE SO ECE B A% 4
BT RN SS, T BRI S N, A
AF R M B F B R WA video/mpd .
audio/x-mpda-latm %5, {517 R BRI A7 LA
Tt AR 21 PR SO S T AR R 55 2 A
tracker il 55 4%, T HOCKEVRHMEE AT — € 2
FERIX 3o HET LA ESHT, RIS JUR R FH R
. H A direction=1 F/~IEER IP NfE, proxied
7R hitp AN 2, conncount J5 kR R g0 &
FhEN 385 B0, connsum FEomilB s iE Sl M H

2021 [ 2% 7 [a) 22 = S Bt AR AR I



2021 MEF AR EFRMREFZANILIE

R 5 RBIRINE L

T FE i Bzt
) % P RO direction=1 and AR
Proxy-Connection:Keep-Aliveltll lower(proxied).contains(*“proxy-connection:keep-alive”) 5%
& Pt Rk A get Jrik, racker
2 H. uri #45% GET/announce?”. direction=1 and lower(uri).startWith(“/announce?info_hash=")
“info_hash”%5 773 5 12 L
SR
3 80% LA - IE E G 3% T http Ppidf%  direction=1 and proto="http” and conncount(file type.contains(“text”) —
0 SUAE N SCAR B B T or file_type.contains(“image”))/connsum > 80% g
80% LA iB (5 EshE: T http Mhidlf% direction=1 and proto="http” and BEIL
4 RSO EL S AR A A conncount(file_type.contains(“video”) or file type.contains(“audio”) ZHAR
IRt or file_type.contains(“application"))/connsum > 80% 598

3.1.4 WINFESE

2ot M NAZAS I 5, T RS B KRR B
PRARIESN REE,  SR ISR I — o 2 IR
DB AT HFERE ST RE 51 R 2 26 B4k
15 8o A SCHVE IR AR &SR0 B AR B kAT
e, 53 A SR AS B T (1 5 A I TR] ]
R — RN 2B I e (R TRV RE T, BRI AE T S R R
I 4 T B 18] B P9 10 20 2% B i A R AT R B

3.1.5 I [E]RIBRRFIE

B ER 1P IR SR 32 5y F 9 K Vg il
Z GRS MAT N, Wi, SEm— AW ITE
G 2 1l 7 TR T SRR TN e B, A E S
B DL A B4, ST N A s & Bt n
FURIER VTR 2 6 W55 2 AR UX LE B, B AN
S BEATE R XM AR S5 A BRAEAT N ERBU A
IRV Z GRS AR, A RS54 R 2R
A DA 2 I — 2H R 55 s A T IR R 3 S AN R
HI PABE DX 733X — AR 55 45 R P 5% R R AR REIL 2
oA

3.1.6 WAERBRRFHIE

LRSS R Z AR 1IN E] BRI R, B R
PN ERIRRR R [ —HIUHC RS AL H]
S A BEAT U I IS — e 2 A5 AR [R) — 342 s T vy
FonsgiAs, PRIA S 3 BT IR 55 32 15 A7 AEAR ]

RSB RN R R WERX EF, 4
& R BRI — ARG TR, XA R A 7
JRETHNIRE R, AR SOR T3 SR ER 1P ORI,
[l IS LI A ARAR, I TR T R RIS
NFEAL SR E FE A7 AE A R R G4 1R R 55
o

3.2 T AEGEEE

B TAT NFFIEAS R A AS RV B U 215 2UAN ]
PTG SCHEIE,  TXEETE SCREAR E bR F 1 10 48 Sl
AT . BT ARSI B R T 3T I AR R
B ER IP AR ST IR, 53 Hh R 45300 5 70 Hr #s E
XL N RS St AT T, W LB N R
AP E SO &8, X T AT IO N L Z
W8, TR OCURR s, AT LIRS B 1K 1A
ZOERE, MRS TR BE B R 55 4% -

- PRl — BE=SR/At/ET

http, ssl, dns, smtp, sip. dce rpc

. dnp3, ftp, irc, kerberos, modbus,
mysql, ntim, ntp, radius, rdp,
smb, snmp, ssh

BEE — trackerfRISEE
AORHIEEX IRE=ER g
RIBIRS
kg3 #, (SRR
mpHS
Hith%
RAHEE - SREE (ERXE)
EFE - RENEE -

izt
PHEXR —
e

ISEEX

- BIRHE (TRXER)

KEAHITEN ‘
BEER —— EERRES

K 4 AT LTS LA A

2021 [ 2% 7 [a) 22 = S Bt AR AR I



2021 MEF | R EFRMAREFZARNILIE

ARSI AR RN 1 IRGEIG B3 R A IE 535
ZNortr, BB NATNERLR, MR eE
B oy PR IE B0 R P PRI ASOREE R B 1P I B
UL Z 1P BB PSS B XHAT (R AR A
BEAT BRI

ZH 1. ZF5 8 NIR-2019014610, % 1EI)
B N Bl CRC K Z, BE X RN
ilzvb-aeact-wo-mni.info, ZiBEAFS A HIBEE IP
N 35.%%.36.248. M TiBET R RS 1 M4,
IAZIE BR 0 R AT AT N EAR 5 R AR B E R 45
3.

% 6 NJR-2019014610 [/ MA 4

. . . o alert_num .
server type active_time peerip_range  service_type  application_type domain
(alert_type)
— jblconnect.app-
R EVL A http. ssl.
35.**36.248  server 09:00-19:00 B tracker %45 1192(5)  torrentclub.tech.
NEE 1 unknown

tracker.x4w.co

FETAMRmE G ] IS RZIB B 1P A tracker IR
%5 %%, [FIRFLE 09:00-19:00 s f ik, Xt IP #R
DARAEILIE, RNZRSHA X, Btk
BT 1192, (HERA AT 5 R, KU T X
PEREAT HE— 0 BT . Hor tracker R 5528 R B 75
G RN 2, HIEER IP I HTTP 81515 3) 4
T 5 AR E R A 20 BT &7 wibt 11k
ST, AT NHFIER BN Pt 5 tracker i
F a2 EAE, KR 35%%36.248 & —1
tracker IR 25#%, [RIASH0AE B 1 N IR0 RE0N) 2 1 i

K 5 EfEEshAR

R 2. ZM5 R NIR-2020014670 HI &4, %
AR Bl C&C 4, BEEXZ A

baijiayun.com, B BT 55 B S KB EE IP N
47.**161.13 . 114**163.15 . 39.**3.165 .
39.*%*7.123 . 39.**7.124 . 114**231.49 .
47.**%164.49 . A47**43.123 . 47.**71.244 .
47.%*160.109, —3Lt 10 1~ IP. I TXIBERN RANZ
IP BB SSRAY, BIZIE B REEAT A ER G
13 2B R BRI AR ER A SR, SRR
7,8,

FETR 7 PR AR S R 0T LUK I T A B ER IP
fEAEWN A BB, RI#E A AH R 0 = i 44
baijiayun.com, MK [EISCEEMER, - EER IP B
SAARIMERR; TR 8 P MKREG L R T LIS
HHIEER 1P ATTHTE BRI [A) K #R 73 Afi ££ - 19:00-22:00,
X ) 1P # o A EVL TR, HA DX, 2Rt
IR AA http F1 ssl, ZArFmib; 2 T0E
38T, AT LA iz 2 i 55 A5 3L (R4 it — 23 A =X
baijiayun k%5 .

% 7 NJR-2020014670 FFEAHE %

5 servers type
1 39. %k, 3. 1655 39. %k, 7. 124; 47.%% 160. 109; 47. %k, 161. 13; 47.** 71.244 AT
2 114. %%, 231.49; 47.%%.43.123; 47.%%. 160. 109; 47.%%. 164.49; 47.%*. 71.244 A
3 114. %%, 163. 15; 39.%%. 3. 165; 39. %% 7.123; 47.%%. 160.109; 47.%*. 71.244 A
A 114. %%, 163. 15; 39. %%, 3.165; 39.%k. 7.123; 39.3%k. 7.124; 47.**. 160. 109; +. bai jiayun. com

AT, %%, 161, 135 47. %k 71.244; 114. %% 231.49; 47. %k 43.123; 47. %k 164. 49

2021 M 2% 5% ] 2 A e U AR A AR R IR



2021 ME TR L FRMAREFANIRIE
# 8 NJR-2020014670 [N {4
. . . service_ application_t  alert_num .
server type  active_time  peerip_range domain
ype (alert_type)
15:00-16:00  HEVLIRE _ .
114.%*163.15  server http. ssl HoAh 0(0) video-rs-hz.baijiayun.com
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