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Secure multicast based on SIP
WANG Jian, CAO Zheng
(Department of Computer Science and Engineering, Southeast University, Nanjing, 210096, China)
Abstract: Deployment of multicast service requires multicast security. In this paper, the authors propose away of secure
multicast based on SIP. By the mechanism of authentication, SMIME and session parameters negotiation supported by
SIP, multicast sender and receiver access control, source authentication and secure communicating are acquired. This
method has the advantages of high-degree security, stable operation and good performance of expansion, and can easily

be transferred to run under |Pv6.

Keywords: SIP, secure multicast, source authentication, access control
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