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Analysis of entropy sensitivity in anomalies detection
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Abstract: Entropy is widely used in traffic anomaly detection such as measurement of the discrete
level of a traffic feature distribution. Entropy-based traffic anomaly detection always face the problem
of the threshold selection which is used to determine whether a real traffic contains anomalies when
its entropy of a traffic feature compares to the entropy of the baseline distribution of the same fea—
ture. In this paper we provide references for threshold selection through analyzing the sensitivity of

the entropy used in anomalies detection.
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