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Abstract: Encrypted traffic identification is a hot topic of current network management, traffic analysis and anomaly recognition.
Based on this, we propose a method for encrypted traffic identification in the paper. We firstly combine network data packets in
accordance with five-tuple rule, then treat the data upon TCP packet header of every flow as the payload and calculate the Monte Carlo
Pl estimates of every entire flow as well as the relative entropy of the first 1K of the payload. After this, apply the feature selection
algorithm to obtain corresponding feature vector. According to the classification results of the machine learning method SVM, we gain

the final encrypted traffic identification results. Experimental results show that the approach can achieve higher correct identification

rate, real-time identification and processing with a low false positive rate.
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