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Abstract— While the traditional Web, Email and other Internet
applications are still used large-scale, Internet applications, such
as typical P2P resource sharing, streaming, games, instant
messaging and other new applications emerging, is generating the
rapid growth traffic. Connection pattern approach is to observe
and identify connection patterns of host behavior at the transport
layer. This method has no access to packet payload, no
knowledge of port numbers and no additional information other
than what current flow collectors provide. But traffic
classification method based on host connection pattern can't
distinguish some similar applications provided by one server.
This paper analyzes the connection pattern between servers for
SMTP, POP3, Web, BT traffic, and the distribution of
simultaneous connections for each server port, and then propose
a new traffic classified approach based on port connection
pattern and the simultaneous connection number. The classified
method can distinguish WEB, SMTP, POP3, and BT traffic each
port in a server without any knowledge of port. The experimental
result shows that this method is effective.

Keywords- traffic classification; port connection pattern;
simultaneous connection number

L.

While the rapid development of Internet, P2P, streaming
video and other new applications are appeared, traffic in the
Internet have translated from simple data to multiple types of
information, and network traffic and behavior changed greatly.
Traffic classification method is to infer the application type
from raw traffic. Analyzing the distribution of wvarious
applications can strengthen network management, to improve
network security and network utilization by optimizing
network configuration. Traditional traffic classification
methods are mainly base on TCP/UDP port, deep packet
inspection [1] and machine learning methods [2]. Because
there are some deficiencies in traditional identification
methods, traffic classification algorithm based on host
connection patterns of interaction has become a main research
field in recent years [3]. This method established the visual
representation of transport-layer interactions for various
applications, classifying traffic by matching these graphs. It's
difficulty to distinguish several applications on the same host
using this method.

INTRODUCTION

In this paper, we analyze the interaction of POP3, SMTP,
Web, and BT, to find that these applications have the following
differences (The "server" in BT refers to the "hot host", what

978-1-4244-9763-8/11/$26.00 ©2011 IEEE

914

means the host with more connected peers): (1) Interaction
Behavior between servers: Mail Server needs connecting to
other servers when using SMTP protocol sending E-mail, the
connection is a one-way transmission, and destination port
generally fixed; BT is two-way transmissions between the hot
hosts.2) the number of Simultaneous Connections: Client
connects to a server port with multiple ports, so the number of
client ports is the number of simultaneous connections.
Because webpage usually contains plenty of elements, so the
browser generally establishes multiple connections, which can
fetch different elements simultaneously in order to decrease
page loading time. However, the simultaneous connections
number of Mail server and BT is close to 1. To combine these
differences, we propose a new traffic classification approach
based on port connection pattern, which can distinguish variety
applications on one server.

This paper is organized as follows. Section II gives the
related work about traffic classification. Section III analyzes
the features both connection pattern between severs and
simultaneous connection. We propose the traffic classification
method based on the connection pattern and simultaneous
connection in Section IV. Experimental evaluation based on
the proposed method is presented in Section V. The
conclusion is given in Section VI.

II.

Traditional Internet applications are used by the IANA
under a unified service fixed port [4], the majority of standard
applications are known to use a fixed port to provide
connectivity services, such as Web use port 80, DNS uses port
53, and Telnet uses port 23 and so on. The first generation P2P
also uses non-uniform fixed ports for data transfer. Deep
Packet Inspection (DPI) uses protocol analysis and data
reduction technique to extract the application layer and then
match some special string to determine the specific application
of network traffic. Subhabrata Sen [5] analyzed the proposal
features of Gnutella, eDonkey, Direbteonnect, BitTorrent, and
KazaA. Ohzahata [6] introduced the PZP system winny, and
Kang [7] detected the chat packets. At present, many
commercial and open source application identification
solutions are based on the DPI methods, including the L7-filter
[8], Microsoft common application signatures [9], Cisco's
products DPI technology [10]. The DPI and port based
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approaches are easy to identify well-known traffic, but cannot
find unknown one.

Machine learning methods, supervised learning methods
and unsupervised clustering methods, have been applied to
traffic classification. Supervised learning methods included
neural network [11], Bayes theory [12], and Support Vector
Machine [13]. Unsupervised clustering methods had K-Means
[14], AutoClass, DBSCAN [15], and entropy-based profiling
[16]. However, machine learning methods depend on training
dataset correctly, which is difficult to construct for real Internet
traffic. BLINC [3] focuses on communication flow structure
among hosts to propose a multilevel traffic classification.

III. TRAFFIC FEATRUE ANALYSIS

This paper analyzes the network traffic trace of WEB, POP3,
SMTP and BT, to summarize the characteristics of the
interaction behavior between servers and the number of
simultaneous connections. On this basis, a classification
algorithm is proposed to identify traffic in each port.

A.  Experimental Data

We collected the experimental data from the two different
aspects. The first kind data are collected from a 10Gbps
backbone link in China Education Research Network
(CERNET) Southeast China (North) regional network center.
These data with 112GB, collected from 2008-08-20 15:00:00
to 16:00:00, are pre-identified by L7-filter. L7-filter is a
classifier for Linux's Netfilter that identifies packets based on
application layer data. It can classify packets as Kazaa, HTTP,
Jabber, Citrix, Bittorrent, FTP, Gnucleus, eDonkey2000, etc.

The second method is to collect data from the local host.
We designed a packet capture system, based on winpcap,
which can obtain full message content and packet arrive time.
Before calling capture module, first the system can obtain
current process information, then get all connections and
listening TCP/UDP ports, finally combine these information by
PID (process ID) to find the process name of ports. The
captured packets are saved into different files according to its
process name. The packet capture system has collected over
100,000 flow records with 10GB traffic totally.

B. Connection Pattern Between Servers

Four kinds of applications, Web, SMTP, POP3, BT, will be
analyzed according to the two team experimental data. From
the traces, we know that the used ports in a mail server are
greater than 2, because the mail server not only provides SMTP
and POP3 service, but also needs to connect to other servers to
send mail. The mechanism to delivery E-mail is that firstly user
sends an email to server, and then server sends it to destination
mail server. A source mail server connects a destination server
with a random port in SMTP. Figure 1 is an example about the
connection pattern of mail application.

The used ports in a web server are almost not more than 2
ports, that is 80 port and 443 port for encrypt. A web server
rarely communicates others web servers. Since the downloaded
elements are not necessarily in the same server, so in the web
connection graph, there might be a user access to multiple Web
servers at the same time. If lots of local ports of a host access
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the same port in the different destination hosts simultaneously,
then we can judge that the destination port is likely providing
web service. Figure 2(a) is an example about the connection
pattern of web application example.

Mail server 1

Mail server 2

(3452,25)

Mail server 4

Mail server 3

Figure 1. connection pattern of mail application example

The used ports in the BT hot host are more than 1. After
detailed analysis of utorrent-2.0 packets, we found the port in
utorrent preference using most traffic, and using both TCP and
UDP protocols at the same time. We name this port as main-
port. In addition, some other ports would also be used to
connect peers. We can get the following rules: (1) All the
destination IP addresses connect to a particular port of source
IP (such as 10663), which is the port set in program preference;
(2) The connection between destination IP and source IP may
use two other ports, but destination port has to connect source
main-port firstly. Figure 2(b) is an example about the
connection pattern of BT application example.

Web server 1 Web server 2

(80,2324)

Web BT

(9776.10633)

Web server 3 ‘Web server 4

Figure 2(a)

Figure 2(b)

Figure 2. connections pattern of Web and BT application example

C. The Number of Simultaneous Connections

Clients connect to a server port with multiple ports, and the
number of client ports is defined to the number of simultaneous
connections. We calculated simultaneous connections between
each destination IP address and (source IP address, source Port)
pair. the largest number of simultaneous connections in the
(srcIP, Port) pair is the maximum simultaneous connection. In
the program realization, we recorded duration of connections
between the (srcIP, Port) pair and (dstIP, dstPort) pairs for each
(srcIP, Port) pair. The largest number of connections in a
moment is the maximum simultancous connection. The
distribution of simultaneous connections in the four kinds of
applications is showed from Figure 3 to Figure 6.

The main port of BT will accept a large number of
connections. But when local host connects to other hosts, every



port in the BT server only establishes one connection. In Figure
3, the port with the maximum number 2 is main-port. The
average number of simultaneous connections is about 1.
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Figure 3. BT applications within 5 minutes maximum concurrent connection
port and the average number of concurrent connections
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Figure 4. WEB applications within 5 minutes maximum concurrent
connection port and the average number of concurrent connections
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Figure 5. POP3 applications within 5 minutes maximum concurrent
connection port and the average number of concurrent connections

Webpage usually contains many elements. In order to
decrease page loading time, the browser generally establishes
multiple connections, which can fetch different elements
simultaneously. So the number of simultaneous connections of
web is larger. Figure 4 shows that 75% packet of server port's
maximum number of simultaneous connections is larger than 5,
and about 70% packet of server port's average number of
simultaneous connections is larger than 2.

Mail Server provides POP3 and SMTP. Since it's usually
speed insensitive, it usually only create one connection at one
time. The maximum number and the average number of
simultaneous connections for most POP3 port is less than 2,
70% is only 1 in Figure 5. Simultaneous connections of SMTP
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are larger than POP3 in Figure 6. The maximum number is 5,
and its average number is less than 2.
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Figure 6. SMTP applications within 5 minutes maximum concurrent
connection port and the average number of concurrent connections

IV. CLASSIFICATION ALGORITHM

We still use some conclusions given by Thomas [3]: Firstly,
most [P addresses act as clients having the minimum number of
destinations IP addresses. Thus, the identification of the small
number of servers can retrospectively pinpoint the clients, and
lead to the classification of a large portion of the traffic, while
limiting the amount of associated overhead. Secondly, if a host
uses a small number of source ports, typically less or equal to
two for every flow, then this host is likely providing a service.
Thirdly, we also use the average packet size of per-flow.

Base on the analysis of the experimental data, suppose the
application type of (IP, Port) pair in a short time is fixed. Since
user or server usually run multiple applications simultaneously,
it's wrong to assume a host using only one application. But
different applications using different ports in a short time
mostly, so it's reasonable to assume (IP, Port) pair using only
one application.

For a hot host in a network, given that the used port number
is P, the number of flows connecting to it is F. The number of
IPs connecting to the host is M. The average number of
simultaneous connections is C. The maximum number of
simultaneous connections is Cy,. The number of IPs connecting
to a port P; is M;;, and the number of ports connecting to this
port is P,;. The average length of outgoing flow is V., and the
average length of incoming flow is V.. If a port Mp> My,
then the port is defined as a service port. We found M,; value
of client equals 1 generally, and My; of server is larger than 1,
so in this algorithm M, is defined as 1. A hot host, referred to
the hosts with large M, may be Mail server, Web server, or BT
hot Peer. The hot host in this algorithm is defined a host with
M> M,. BLINC algorithm chose My = 4, so we also uses the
same M for accuracy.

As following, we will give the traffic classification
algorithm according to port connection pattern.

(1) First, find the following two cases: If a port P; , its M,>
M,,, and exists multiple ports connecting to a same port of
other host. For each port P; in compliance with situation 1, we
can do the following judgment: First case ) if C >= C,,, and
Ci >= Cyepm, the hot host provides Web service, P; is Web
service port. Second case) If P; complies both two cases, this
port is BT port, P;, ..., P are all BT ports.



(2) Secondly, if C <= Cy or Cp, <= Cyep, then to find out
whether the hosts which connecting with P; also use the same
P; as service port, if it is so, then P; is mail port, and to decide
the specific protocol type according to Vi and V... If it is not,
to judge the application type according to V,;; and V,;. directly.

(3) Thirdly, in second case, the destination IP is named as a
hot host, and the destination port as P; is identified as the first
case.

(4) After identify the application type of P;, if pinpoint the
ports connecting with P; retrospectively, then the remaining
connection can not be identified.

According to the analysis of the number of simultaneous
connections, for BT and Mail, the average number is less than
2, and their the maximum number is not more than 5. So here
Cyeb 18 2, Cyepm 18 6. The algorithm can only distinguish
between mail, web and bt.

V.

We collected packets relating with a mail server as test set
from CERNET data. This mail server is a webmail system
providing smtp, pop3 and web services. We tried to use the

EXPERIMENTAL ANALYSIS

algorithm to identify the test set. The result is shown in Table 2.

The ports listed here is only to test the correctness of results.

TABLE L RESULT OF MAIL AND WEB IDENTIFICATION
1P PORT APPLICATION

202.119.112.48 25 SMTP
220.181.12.75 25 SMTP
202.119.112.48 80 HTTP
202.119.112.48 110 POP3
209.85.217.28 50345,63103 SMTP(sender)
202.119.112.48 22 UNKNOWN

The algorithm successfully distinguishes SMTP, HTTP,
and POP3 applications in this server (202.119.112.48). We also
list the mail servers (220.181.12.75, 209.85.217.28) which
connected to this server (202.119.112.48). It proves this
algorithm works functionally. Besides it found this server also
using 22 port as server port, the algorithms have not considered
this application, so it didn't works.

Because web server or BT server rarely uses BT at the
same time, so we used the utorrent data collected by winpcap
to test the algorithm. Table 3 shows that our algorithm can
identify utorrent port correctly with 97% ratio.

TABLE II. RESULT OF BT IDENTIFICATION
application Identified port used port corrected ratio
number number
utorrent 749 772 97%
VI. CONCLUSIONS

This paper considers the interaction between servers, and
we propose a new traffic identification algorithm based on the
port connection patterns and the number of simultaneous
connections. It can identify variety applications on a same
server. We analyzed the differences of servers’ interaction of
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SMTP, POP3, Web, and BT, and summarized the differences
of the number of simultaneous connections based on the actual
data, then gave the identification algorithm. Finally the
experimental result showed that this method is feasible in the
actual data. In the future, we will continue to analyze the
connection pattern and simultaneous of other applications, such
as FTP, TELNET, and so on to classify more applications.
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