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Server identification based on IP flow record

ZHANG Zhuang-zhuang, GONG Jian

(School of Cyberspace Security, Southeast University, Nanjing, Jiangsu 211189)

Abstract: In order to effectively manage and deeply analyze the servers in the network and use limited network
supervision resources reasonably, a server identification scheme based on IP multi-packet flow records was proposed.
The scientific research method of hypothesis verification was used to construct the algorithm. Determined some
condition that the communication port of the host is the service port, and combined the multiple communication activities
in one detection period to calculate the server confidence level of the host. Finally, performed server determination on
the host. The server collection was obtained through multi-cycle experiments, and the statistical analysis was performed
according to the activity level of the server and the server type. The deep semantic mining of the experimental results
showed that the web server has the highest proportion in the collection, and in a large number of network nodes, the
number of servers is small. Finally, the rationality of the hypothesis was proved and the completeness of the result was
analyzed. The results show that the algorithm has good completeness and the recognition accuracy is 95%.

Keywords: IP flow record; server; server identification; network security situational awareness; service port
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