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Pattern Mining Based Analysis of IDSAlarms
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Abstract: It is awell-known problem that intrusion detection systems tend to generate a large amount of aerts, and usually
mixes with many false alarms. As aresult, it is difficult for operator or intrusion response systems to understand the intrusions
behind the alarms and take appropriate actions. How to analyze alarms automatically and eliminate the false darms has
become very important. This paper observes that a lot of aarms occur regularly in the whole aarms which an intrusion
detection system triggers and these alarms are often false alarms or noise. Therefore this paper proposed a novel approach to
find these rules and analyze IDS alarms based on pattern mining. By mining the frequent patterns, our approach is able to help
operator analyze and deal with alarms more easily. Our preliminary experiments demonstrate that with this approach operator
can reduce more than 50% of the alarms and decrease the false alarm rate efficiently.
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FEARIEAEZ, TSI T A 1DS I 2T 5 A M ) 1DS #R3% A7 265 1R H i
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TR o AEEARAZ IR TP A2 A B AR IR WA Apriori 53, FP-Tree 5A%5[10]

ARSI AAZ IR FH B3 2 40 Apriori SERIAIZ IS, 1SRRI 25 2 e b ) S I
8, FEEARE DRSS S 1D RIS (tem) 41, W hR (D P, 1 IDSHRE
PRSI O TR (2) kgl RSO HECT 23 A~ B2 g, b, EventType h%
A, SIP R ZARYE 1P Hikik, DIP 4R H (1) IP Huhik, SPort 24 5 11, DPort Jy 24K H 135
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® (D F5E K *(2) EHEERS
H4%ID 45T I EventType SIP DIP SPort DPort
T100 11,12,15 EventTypel IP1 1P2 Portl Port3
T200 11,12,15 EventType2 1P2 1P3 Port2 Portl
T300 13,14 EventType2 1P3 1P2 Port3 Port2
T400 11,12,13,14

M ERTCAE Y, A TR FH Aprior SBSRIZHE AL, T BO0 R B ks AT —
SE A, Al 2 A 55 BdE Ak X
AR R ERAL TR N F 555, BRI SR IR T B Ja8 1 44 RO AR ) J ) —
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PEA. MRS, £ (2) MR EFTR N I F 55k FR (3D,
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451D HE I
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3 (EventType,EventType2),(SIRIP3),(DIP,IP2),( Sport,Port3),( DPort,Port2)
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B s AR EE B T I TR Result;
VR L
Result=/;
SRR AT 2 i A = 4 A A X
PR, ARk AL
for (k=2; ALy * Ak++){

Cr= AC_Gen(ALy.1,9);//77 Gk S E AL Cy;

H C AN IR AL W — AN s

for(i=1;i£|AR|; i++){//|AR| £7r AR Hhid s R 44k ;

FER T AVERAC S A T SCRFIARES CoHP e, AR TS N 1;

P O o0 ~NO Ol WDN P

O

}
ALK=Cy il 2 KT s BT A IUE ;
11. Result = Result E ALy;
12. }
13. return  Result;
PGS IAEI, 5 Apriori SVEFAEANE],  BUR s 5 i AR s S S AR 1 A
procedure AC_Gen(AL.1,9)
{
CG=&
foreach Il ALy {
foreach JUIT ALy {
if 75 1M IPH k- 24055, BRI AN o202 0] B P IS AAHAS then
if { | E J}YWATE 1741 ALy then C=CE {I E J}
}
}

return Cy;
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{{ (EventType, CHAT MSN user search ),(SIP111.111.111.23), (DPort, 1863)},

{ (EventType, ICMP Destination Unreachable) ,(SIP12.12.12.12),(DSP,123.123.123.123)} } ,

DU AT A ol A 45 A A K
1.  (EventType, CHAT MSN user search) A (SIP111.111.111.23) A (DPort, 1863);
2. (EventType, ICMP Destination Unreachable) A (SIP12.12.12.12) A (DSP123.123.123.123).

X SRR TR B S ) FiE2K T S CHAT MSN user search H il 4 111.111.111.23
H H bR 0k 1863 %4 A4 571 ) ICMP Destination Unreachable H. il %y 12.12.12.12 H.H
bl 123.123.123.123 12 AR Z4R B RO 2 B
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A AE T Monster 3.05R 48 % CERNETYL. 754 W 11— 4 (2005/04/17~2005/04/23) I NAZ Kl i)
B AR ISR SR A, 1B R A £ 2080124 A0 S, S TSR IN H (1, A SCOB A
SKENASICYL, B CERISA, JHIPHh AL, g, HAIPHshE,  H D,

FEPRIE 720 S A R B R A T A R A, 2L IR, AR5, BRI
SRR PR AR 7 R # BRI R, 55 f 4 R BHEA A B0, I B A B DU — D I HT
DUR S5 R £ (4) JEAEL 2K 200 (TS UL R, {E 2005/4/17 H R0 S b2 3 i
HBUATRAL T8I 5 AR R, R (5) WfE 7 R, HRAHIRER, HLhRERE—5)
FERAZME R R AR A AR H A I B LB T 7 R, AR R R R BORT i A P ]
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X (4): 2005/4/17 H HEH Al 5 A AR

z PREAE ;z
) (EventType, ATTACK-RESPONSES 403 Forbidden) 5698
/A (SIP, 211.xx.xx.248) /\ (SPort,80)

X (EventType, ATTACK-RESPONSES 403 Forbidden) 2315
A (SIP, 211.xx.xx.99) /A (SPort,80)

3 (EventType, ICMP Destination Unreachable) 1899
A (SIP, 61.xxx.xxx.103) /A (SPort, 778)

4 (EventType, P2P GNUTela GET) 1093
A\ (SIP, 202.xxx.xx.36) /\ (DPort,6346)

. (EventType, WEB-MISC whisker HEAD with large datagram) | 1015
/A (SIP, 202.xxx.xx.36) /A (DPort,80)
% (5): 2005/4/17 ~ 2005/4/23 — & AR A HH LI A A5 A

P HI

2 PERR ik

1 | (EventType, ATTACK-RESPONSES 403 Forbidden) 27805
A\ (SIP, 211.xx.xx.248) /\ (SPort, 80)

2 | (EventType, SCAN Proxy Port 8080 attempt) 9211
/\ (DIP202.xxx.x.10) /A (DPort,8080)

3 | (EventType, P2P GNUTellaGET) 8239
A\ (SIP202.xxx.xx.36) /\ (DPort, 6346)

4 | (EventType, ATTACK-RESPONSES 403 Forbidden) 6907
/A (SIP, 202.xxx.xx.40) /\ (SPort,80)

5 | (EventType, P2P GNUTellaGET) 6582
A\ (SIP, 202.xxx.XX.36)

6 | (EventType, ATTACK-RESPONSES 403 Forbidden) 6437
A (SIP, 211.xx.xx.68) /\ (SPort,80)

7 | (BEventType, WEB-MISC whisker HEAD with large datagram) | 6197
A (SIP202.xxx.xx.36) /\ (DPort,80)

8 | (EventType, CHAT MSN user search) 5425
A\ (SIP202.xxx.xx.36) /\ (DPort,1863)

9 | (EventType, ATTACK-RESPONSES 403 Forbidden) 4298
/A (SIP, 202.xxx.xx.47) /\ (SPort,80)

10 | (EventType, P2P GNUTellaGET) 4198
/A (DIP, 202.xxx.x.10) /\ (DPort,8080)

11 | (EventType, FTPlarge SY ST command) 3897
/A (DIP, 202.xxx.xx.31) /\ (DPort,21)

12 | (EventType, WEB-IIS scripts access) 3440
/A (DIP202.xxx.x.199) A (DPort,80)

13 | (EventType, ATTACK-RESPONSES 403 Forbidden) 3227
/\ (SPort,80) /\ (DIPR, 202.xxx.XX.36)




14 | (EventType, P2P GNUTellaGET) 2264
A\ (SIP202.xxx.xx.36) /\ (DPort,8080)
15 | (EventType, P2P GNUTdIlaGET) A (SIP, 202.xxx.xx.23) /\ | 2085

(DPort,8000)

16 | (EventType, P2P GNUTdla GET) A (SIP202.xxx.xx.36) /\ | 1946
(DPort,8000)

17 | (EventType, SCAN Proxy Port 8080 attempt) /A 1915
(DIP202.xxx.xx.35) /A (DPort,8080)

18 | (EventType, FTPlarge SYST command) /A (SIP, 1761

202.xxx.xx.34) /\ (DPort,21)
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