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Analysis of Communication Address of Malicious Software

Using Resverse Engineering
Lv Shaoyang

(School of Computer Science and Engineering, Southeast University, Nanjing, 210000)
Abstract: To get the addresses of botnet controllers, the method of analysis of communication address of malicious software using
reverse engineering is given in this paper.For making up the insufficiency of using Sandbox to analyse the communication address
of malware ,this paper suggest using reverse engineering to do that.First,the advantage and the theory of using reverse engineering
to Analyse the communication address of malware and the the tools of doing that are introduced.Second,two method of analysis of
communication address of malicious software using reverse engineering are given.The feature and the applicable case and the
difficulty of two method are also given .Based on the two method,a malware sample is analysed experimentally .Experimental
results manifest that the two methods are useful.
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