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Measurement and Analysis of Internet Heartbeat Behavior
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Abstract: The heartbeat mechanism is one of the commonly used techniques to ensure high availability of
Internet services. Based on the analysis of the relevant background and research status, the paper first classifies the
heartbeat behavior. Then the paper proposes a set of detection rules for the application layer heartbeat flow, and
designs a UDP-based application layer heartbeat flow detection algorithm. In order to verify the effectiveness of
the algorithm, the algorithm is deployed on the boundary of Cernet Nanjing master node network with 40G
bandwidth, based on a general IP packet analysis platform. The 21-day actual traffic-oriented test is performed,
and a large number of heartbeats are observed. The experimental results prove the availability of the algorithm.
Finally, the paper discusses the application scope and field of UDP-based application layer heartbeat flow
detection algorithm. The research results show that the heartbeat measurement can provide a new perspective for
observing the Internet and help managers manage the network more comprehensively and effectively.
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Fig. 1 Process of UDP-based heartbeat flow detection
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Table 2 The ports of TOP6 number of UDP original heartbeat flow detected on March 1st to 10th

H /44 1 2 3 4 5 6

3ALA 17788 8000 3478 25607 30013 9617
3A2H 17788 8000 30013 8999 3478 25607
3H3H 17788 8000 30013 3478 25607 3544
3A4H 17788 8000 25607 9617 3478 30013
3H5H 17788 8000 3478 25607 30013 9617
3H6H 17788 8000 3478 25607 30013 9617
3HTH 17788 8000 25607 30013 9617 3478
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3H8H 17788 8000 25607 30013 9617 3478
3H9H 17788 8000 30013 8999 9617 12345
3H10H 17788 8000 8999 3478 12345
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Table 3 UDP heartbeat data detected on 8053 port on March 1st to 7th
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Table 4 Addresses of receivers of UDP
heartbeat flow on port 8053

Fly 1P ik ot
120. **. 44. 88 4140
120. =%, 142. 94 4038
120. . 138.214 4033
120. =%, 158. 129 3629
124. #*%. 57.6 1903
124. #x. 57.15 1679
124. =#x. 57.12 1607
124. #x 57.11 1548
124. =#x. 57.14 1548
124. =#*x.57.10 1362
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47.000000 114 |164.107 uoP 124, 57.6 60 43242 + 8053 Len=32
67.000000 114, |164.107 uoP 124, 57.6 60 43242 + 8053 Len=32
87.000000 114 |164.107 uoP 124, 57.6 60 43242 + 8053 Len=32
107.000000 114.| |.164.107 uoP 124, 57.6 60 43242 + 8053 Len=32
127.000000 114.| |.164.107 uoP 124, 57.6 60 43242 » 8053 Len=32
147.000000 114.| |.164.107 uoP 124, 57.6 60 43242 » 8053 Len=32
167.000000 114, |.164.107 uoP 124, 57.6 60 43242 + 8053 Len=32
187.000000 114.| |.164.107 uoP 124. 57.6 60 43242 + 8053 Len=32
207.000000 114, |.164.107 uoP 124, 57.6 60 43242 + 8053 Len=32
227.000000 114.| |.164.107 uoP 124, 57.6 60 43242 + 8053 Len=32
247.000000 114, .164.107 uoP 124. 57.6 60 43242 ~+ 8053 Len=32
267.000000 114, . 164.107 uoP 124. 57.6 60 43242 -+ 8053 Len=32
287.000000 114.| |.164.107 UoP 124. 57.6 60 43242 » 8053 Len=32
307.000000 114.| . 164.107 uoe 124. 57.6 60 43242 + 8053 Len=32
327.000000 114.| |.164.107 uoP 124, 57.6 60 43242 - 8053 Len=32
347.000000 114, 164.107 uop 124. 57.6 60 43242 ~+ 8853 Len=32
367.000000 114.| |.164.107 uoP 124, 57.6 60 43242 + 8053 Len=32
387.000000 114.| |.164.107 uoP 124, 57.6 60 43242 + 8053 Len=32
e puit}
4 3RIE) 124.%%57.6 #9 8053 K O #Y UDP
Fig. 4 UDP packets flowing to the 8053 port of
124.**57.6
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