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Macroscopical Quantitative Balance of TCP Packets
GONG Jian PENG Yan-Bing YANG Wang LIU Wei-Jiang
(School of Computer Science and Engineering , Southeast University . Nanjing 210096)
Abstract  The explicit TCP connection opening and closing procedures keep the different packet

quantity of a completed TCP flows at a macroscopical balance. This kind of quantitative restraint
can be used to discovery the behavior rules of TCP traffics, and to detect the existence of abnor-
mal behavior, which can be deployed as an efficient method in network security monitoring in the
network management. Some metrics are proposed in this paper to describe the macroscopical TCP
packets quantitative balance of TCP flows, and the measuring errors are modeled by the arrival
distribution model and the length distribution model of TCP flow. The thresholds of those met-
rics to judge the normal and abnormal TCP behaviors are discussed under the measuring error

model. The emulation and simulations shows the feasibility of these metrics as well as their

thresholds.

Keywords TCP flow; macroscopical quantitative balance of packets; metric; measuring error;

threshold; detection of abnormal network behavior
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