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Network Traffic Anomaly Detection Based on Flow Records
WuQi DING Wei

(School of Computer Science and Engineering, Southeast University, Nanjing 211189)

Abstract Network traffic anomaly detection is much important to improve network availability
and reliability. Hence,it is a topic of concern and many classical anomaly detection algorithms
have been developed.Based on the fine-grained classified traffic data provided by NBOS,which is
a fine-grained network management system, the paper analysed existed related algorithms
and determine that method based on Holt-winters is most appropriate for the platform
environment of NBOS.The method is deployed at NanKing node of CERNET and a massive of
network traffic anomalies cased have been detected . Relevant demonstration and analysis will be
displayed in the paper.

anomaly detection ; flow records; time sequence model; exponential smoothing;
Holt-winters model
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Background

Due to the fact that network traffic
shows certain cyclical characters and stability when it
runs normally, once it deviates from the established
pattern and breaks the former rules, anomaly
is all the more likely. To detect anomaly rapidly and
accurately and to respond to anomaly properly is one
of the precondition of ensuring the efficient network
operation. Whether the network anomaly is detected
accurately or not is very important to improve
network availability and reliability. Hence, network
traffic anomaly detection is becoming a topic of
concern.

Scholars have conducted related research
for a long time and made fruitful achievements in this
field.Many classical anomaly detection algorithms
have been well developed. However, few of them
have been widely used in engineering, which can be
partly ascribed to coarse-grained analysis data source.
Analysis of network traffic are mainly based on
SNMP data provided by network devices currently.
These data are aggregated according to link addresses
and cannot reflect information about IP address and
port. Under this provision, analysis can only acts on
overall traffic of network device port, which will
inevitably fail to report some part anomaly events.

NBOS (Network Behavior Observation System)
is a network management system intended to provide
service quality management and to keep track of
security status. Based on flow records, it can provide
traffic data in different temporal and spatial scales,
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offering more desirable data source for anomaly
detection. The work of this paper will validate
the effects of anomaly detection algorithms on these
data.

At first, the network traffic data NBOS can
provide is discussed in detail. Further, the paper
outlines the network traffic anomalies and introduced
related detection methods, which can offer fundamen-
tal theory and tactics to real-time network anomaly
detection. As a research starting point, we choose the
number of bytes and packets per unit time as our
detection measures, which is a typical case of
volume-based detection. Then we analyze available
methods and focus on methods based on the
exponential smoothing technology. Specifically, we
discuss detection methods based on simple exponen-
tial smoothing technology and Holt-winters seasonal
model. As they are both prediction-based, we compare
their ability to describe normal network traffic
behavior in virtue of NBOS by computing the
deviation between actual traffic and prediction. The
experiment results show that Holt-winters model has
proved to do better in modeling normal network
traffic. Accordingly, the method is deployed at one
node of CERNET. Looking into the detection
results, we can know that based on traffic data
provided by NBOS, network traffic anomaly detection
can work well and help network administrators
manage the network more effectively.
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