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Abstract: Considering the importance of encrypted traffic identification technology and existing research work, first,

the type of encrypted traffic identification according to the demand of traffic analysis were introduced, such as proto-

cols, applications and services. Second, the encrypted traffic identification technology was summarized, and identifi-

cation technology was compared from multiple views. Third, the deficiencies and the affecting factors of the existing

encrypted traffic identification technologies were induced, such as tunneling, traffic camouflage technology, new pro-

tocols of HTTP/2.0 and QUIC. Finally, prospect trends and directions of future research on encrypted traffic identifi-

cation were discussed.
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