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Analysis of authenticity of DDoS attack detection for IDS
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Abstract: This paper first discusses the possible misjudgment of existing DDoS detection methods
based on rule matching. On this basis, this paper designs a authenticity checking algorithm to evaluate
the detection of each IDS DDoS detection results from spoofed address, packet length,backscatter
message strength and attack strength four aspects. The test results can provide reasonable parameter
settings for the "flow filtering" operation for attack traffic. The algorithm is then applied to the actual
working environment, and the detection results in the 20 day running process are analyzed. The
analysis results show the effectiveness and practicability of the algorithm.
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