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Abstract: Aiming at the lack of objective risk assessment for the network attack surface on moving target defense, in
order to realize the security risk assessment for the network system, and calculate the potential attack paths, a risk as-
sessment method for network attack surface based on Bayesian attack graph was proposed. The network system re-
sources, vulnerability and dependencies between them were used to establish Bayesian attack graph. Considering de-
pendencies between nodes, the correlation between the resource and the influence of attacks on the attack path, the
probability of each state that attackers can reach and the maximum probability attack path can be inferred. The experi-
mental results prove the feasibility and effectiveness of the proposed network attack surface risk assessment method,
which can provide a good support for the selection of dynamic defensive measures of attack surface.
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