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APT Detection Based on TCP and DNS Traffic Features

Abstract: Based on the analysis of the APT attack traffic from real world, we thoroughly explored the feature of TCP protocol
usage, DNS protocol usage and port usage from APT malwares’ communication with the controller, and proposed a periodic commu-
nication feature based APT detection method (APDM, APT Periodicity Detection Method). This method extracts and clusters the
metadata of the packets, analyzes the periodic feature of TCP SYN data, PSH ACK data, DNS query data, and the abnormal usage of
ports to detect APT. Experiments show that this method is able to detect APT attacks with the feature of periodical communication.

Key words: advanced persistent threat; periodicity; deep packet inspection; traffic features
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