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Abstract—The knowledge of traffic behavior characteristics of
every application has vital effect on the accuracy and granularity
of application identification. Based on analyzing the Chi-Square
Statistics, a novel method named ABSA is proposed to analyze
the traffic behavior characteristics of applications. The ABSA
method does not focus on any certain applications; in contrast, it
aims at providing a quantitative measurement for describing the
behavior differences among applications. So that the traffic
behavior characteristics and their significances of any
applications can be determined. The theoretical analysis and
experiments results also indicate that, the ABSA method can
keep the sequence of behavior characteristic significance
unchanged in packet sampling environment, which is often used
by NetFlow and many other flow information collecting systems,
to simplify the process of characteristic re-selection when
sampling rate changes.
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characteristic; Chi-square test; Packet sampling

L

Accurate Internet application identification can provide
much useful information to QoS implementation, network
monitoring, traffic billing and intrusion detection. Due to the
inaccuracy of port-based application identification [1, 2], the
high complexity and privacy issue of payload-based
identification, traffic behavior based identification now
becomes a new direction [3-6]. However, the accuracy,
granularity and generality of the identification methods
presented these years are not so satisfying. One vital reason is
that such studies stay on applying existing classification
methods to application identification domain, but not deeply
analyzing which metrics are the traffic behavior characteristics
of a certain application. Application traffic behavior
characteristics is some traffic metrics of that application, which
have distribution differences from other applications in real
network environment, including metrics about flow behavior
in time dimension, metrics about host behavior in space
dimension, and topological metrics between hosts.

INTRODUCTION

For these shortcomings, this paper presents a novel method
named ABSA  (Application Behavior  Significance
Assessment) to analyze the behavior characteristics of
applications and assess their significances, using Chi-Square
Statistic and Test. The ABSA method does not focus on any
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certain applications; in contrast, it aims at providing a
quantitative measurement for describing the behavior
differences among applications. So that the traffic behavior
characteristics and their significances of any applications can
be determined. The theoretical analysis and experimental
results also indicate that, the ABSA method can keep the
significance sequence of behavior characteristics unchanged
after packet sampling, to simplify the process of characteristic
re-selection when sampling rate changes. This method can
easily cooperate with popular flow information collecting
systems.

The remainder of this paper is organized as follows.
Alongside the chi-square statistic and test, section II presents
the problems and solutions when applying chi-square statistic
to behavior characteristic analysis, and proposes ABSA
method. Section III analyzes some traffic behaviors of
eDonkey application and that of the overall network traffic, to
show the correctness of ABSA. Section IV details the
influence of packet sampling on the behavior difference and
chi-square statistic. Section V concludes this paper and
provides directions for future work.

II.

The nature of behavior characteristic determination is to
judge whether the distributions of a behavior metric in two
opposite sample spaces are identical or not. If the distributions
are identical, then the two applications which are indicated by
the sample spaces have that same behavior. Any identification
method can not use this metric to distinguish between the two
applications. This metric can not be used as a characteristic of
that application. Otherwise, that behavior of the two
applications is different, the metric can be a characteristic, and
the obvious degree of the distribution difference determines
the significance of that characteristic. The determination of
application behavior characteristic should not lie on any
identification method, and be independent of the proportion of
the samples made up by that class.

TRAFFIC CHARACTERISTIC ANALYSIS

A. Chi-Square Statistic

Chi-square Test [12] can judge whether the two sample
spaces arising from a same distribution. Consider two sets of
samples, whose value distributions are shown in the following
table:
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Distribution of value
Sample Space
Interval 1 Interval 2 Interval v
Sample 1 n np npy
Sample 2 Ny na oy

Thus, we can raise the hypothesis:
Hy: distribution of Sample 1 is identical to Sample 2.
And the appropriate chi-square statistic:

v 2 nz
zzzn[zz RC _1]
c=1Rr=1 RN (1)
While ngc is the value at Rth row and Cth column in the
above table, np is the sum of values in the Rth row, nc is the
sum of values in the Cth column. » is the total number of
samples in two sets If n is large enough, the asymptotic
distribution of the y* is y’-distribution with v-/ degrees of
freedom. Once we have the samples of a metric, we could
calculate its y statistic value using (1), set the confidence level
o, and consult the y’-distribution table to achieve the
determination of whether accepting the hypothesis H,,.

B. Interval Division

y*-test described above is the ideal situation in statistics
theory. However, the different class1ﬁcat1on of the values in
the above table will cause the value of y” statistic changed, and
may further cause different judgment. The different ways of
value classification include:

1. The same number of intervals (the same degree of
freedom), different interval divisions.
2.  Different numbers of intervals.

In order to minimize the impact of different interval
divisions on the judgment result, we take two refinements, as
follows.

To issue 1, the degree of freedom i isa constant, suppose its
value is v. The interval division of y’-statistic has to further
meet the following two constraints [13].

Constraint 1. Suppose Txc is the theoretical frequency of
nre, Tre =neng/n . Then to every value of R and C, Txe

should not be less than 1.
Constraint 2. To the issues only having two sample spaces,
the size of the set {Ty. |[1<T,. <5,R=1.2,C=12,---,v} should

be no more than 2(v+1)/5 .

According to the above constraints, we can get our heuristic
algorithm for interval division, called Divide Interval.
Suppose the minimum and maximum values of sample
variables are min and max.

Algorithm Divide Interval (v)
Generate random numbers a,, ...,
ap = min; a,+; = max,
flag = TRUE;
while (flag)

flag = FALSE; count = 0;
forC=1tovtland R=1to02
Count ngc, ng and nc in every interval (ac.;, acl;

a, in (min, max),
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T, RC—N Rnc/ n,
forC=1tov+tland R=1to 2

if (Tre<1)
Merge (ac.;, ac] and Tyc with the adjacent interval;
flag = TRUE; break;

else

if (1< Tpe<5)
++count,

if (count > 2(v+1)/5)
Select smallest Tgc.
Merge (ac.;, ac] and Trc with the adjacent interval;
flag = TRUE,; break;

if (flag)
Selete the largest Tx(;
Generate random number a in (ac.;, ac);
Splite (ac.;, ac] into (ac.;, a] and (a, acl;
Remark a, ..., a,;

After applying Divide Interval, the ultimate division will
not only meet the requirement of random and the constraints of
theoretical frequency, but also trend to be consistent with the
metric distribution. That is, in the range containing dense
values, the intervals will be divided into small ones; while in
the range containing sparse values the span of intervals is
relative larger. Therefore, the 7’ statistic could represent the
distribution differences more stably and precisely. As shown in
Figure 1, after using Divide Interval, the results of % stat1st1c
are more stable nearby the mean value, the variance of y* is
only 3.62% of that when not using Divide Interval (The
experimental data is introduced in Section 111, metric pkts).

2.5x10°

—&— Not Use Divide_Interval
—<— Use Divide_Interval

2.0x10°

5 6
Times

4

Figure 1. Improvement of y*-Statistic after using Divide Interval

To issue 2, we use multiple degrees of freedom, and adopt
the judgment result by voting.

C. Assessing the Significance of Characteristic

The significance of behavior characteristic is the obvious
degree of distribution difference between two sample spaces.
Reference [12] indicates that, if the distribution difference is
more 0bV10us the y* statistic will be greater. However, the
result of y” statistic also depends on its degree of freedom.

Some researches suggest that the ratio of y* statistic to its
corresponding degree of freedom can be used as a more
precise measurement. However, the growth of y” statistic is
often l1near lower than the growth of degree of freedom as the
line y’-stat and y° / freedom shown in F1gure 2 (o -stat is a
value, y’/freedom is the ratio of y’-stat to its degree of
freedom. Experimental data can be found in [12]). On the other
hand, once the confidence level a is set, the critical quantile

Z.., can be used to average the statistic, whose effect is far



better than using degree of freedom (see line y’/quantile in
Figure 2). This is because the critical quantile not only
increases with degree of freedom, but also contains more
information about the variable distribution under that degree of
freedom.

—=— X2-Stat
—oe— X2/freedom
—&— X2/quantile

é 'I'O 1‘2 14
Freedom Degree
Figure 2. Relationship between y2-Statistic and degree of freedom

Based on the above analysis, we can define the significance
of application behavior characteristic as:

m

BS=—>"

m -y

2
1,

2
Aan @)
m is the number of degree of freedom we use. In order to
further eliminate the impact of interval division on ¥ statistic,
the value of Z‘Z in (2) is the average value of multiple ¥’

statistic, every single %* calculation is based on the algorithm
Divide Interval described above.

Synthesizing the all analysis about y* statistic, we can arrive
at our algorithm for assessing the significance of application
behavior characteristic, which we call Application Behavior
Significance Assessment or ABSA for short. Suppose the
voting function is:

_ 2 2
Vote()(z,v,a):{ 1 x <xa.(v)
1 Otherwise

Then the ABSA algorithm could be briefly described as

Algorithm ABSA()
fori=1tom
forj=1tot
Divide_Interval (v;);
Compute X,-jz according to Equation (1);
7= ){y‘z;
BS :X,-Z / (t * quantile,;)
result += Vote ()(,-2 /t, v, a);
BS /=m;

If result < 0, the metric can not serve as a characteristic of
the application. Otherwise, the metric can be a characteristic,
and the value of BS is the corresponding significance; the
larger it is, the more significant the characteristic is.

1L

In order to show the reasonableness and correctness of
ABSA, this section takes eDonkey application [13] as an
example, uses ABSA to analyze some of its behaviors and
their distribution differences from the overall network traffic.

EXPERIMENTAL RESULTS
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The experimental data is collected at 15:00 to 16:00 on
August 20, 2008, lasts for one hour. The site monitored is the
border of JSERNET to CERNET backbone network [14].
Although the behavior metrics are derived only using packet
header information, the eDonkey traffic is derived using a
content-based analysis (use the eDonkey pattern of 17-filter
[15]), for the purpose of accuracy.

Let m=5, v=5, 10, 20, 30, 40, ¢=0.05, the BS values are in
Table I.

TABLE L. BS VALUE OF SOME FLOW METRICS
Metric BS Description
TCPflags 2.1E+5 | cumulative OR of TCP flags
pkt_size 9.0E+4 | average bytes in IP packet
bytes 6.5E+4 | total number of bytes observed
pkts 5.3E+4 | total number of packets observed
duration 1.1E+4 | end_time - start_time
Bps 3.1E+3 | bytes per second, average byte rate
pps 2.9E+3 | packets per second, average packet rate
pkt size ratio 1.7E+3 rqtio 9f average packet size between two
R directions (>1)
bytes_ ratio 1.6E+3 rqtio .of number of bytes between two
— directions (>1)
pkts_ratio 1.6E+3 re}tio f)f number of packets between two
— directions (>1)
head_size 5.1E+2 | average bytes of packet header (IP header

+ TCP/UDP header)

The values of result in ABSA indicate that all behaviors in
Table I have some distribution differences between eDonkey
and the overall IP traffic; however, the significance varies
greatly. To understand this result clearly and show whether
ABSA can measure the significance accurately, we choose
three behavior metrics (bytes, Bps and head_size, the BS value
of each metric is in a different order of magnitude), further
analyze their distribution differences. The PDFs of bytes, Bps
and head_size are shown in Figure 3~5.

e
|
V
u
|

—=— 1P
—<— eDonke:

-

] 50
Size of Pkt Head

60 70

Figure 3. PDF of average packet head size of flow
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Figure 4. PDF of average Bps of flow
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Figure 5. PDF of average Bytes of flow

Noticing the scaling of the vertical axis, the distribution
difference becomes gradually obvious from Figure 3 to Figure
5, which is consistent with the BS values in Table 1. The above
analysis can further verify the relationship between BS value
and the obvious degree of distribution difference: if the
distribution difference of a certain metric is more obvious, then
its BS value calculated by ABSA will be greater.

Therefore, the following conclusions can be drawn:

e ABSA can judge whether a metric can be a behavior

characteristic of an application accurately.

For those behavior characteristics already chosen by
ABSA, the corresponding BS values can reflect their
relative significances correctly and reasonably.

Iv.

In order to reduce the resource consumption, many high-
end routers form flow statistics from a sampled substream of
packets [16, 17]. If we can uncover the influence of such
packet sampling on the results of * statistic and ABSA, it is
possible to directly link ABSA method to the output of the
popular flow statistics information collecting system, such as
NetFlow, to improve the practicality of ABSA.

IMPACT OF PACKET SAMPLING

The impacts of packet sampling on the behavior
distribution include two aspects: 1. the impacts of packet
sampling on the flow behavior in the time dimension; 2. the
impacts of flow sampling caused by packet sampling on the
host behavior in the space dimension.

The former situation is typically like the distribution of
flow length (the total number of packets in a flow). For its
distribution differences in packet sampling environment,
several theorems are as follows.

Theorem 1. If the original distributions of flow length have
no difference, after packet sampling at any rate, the
distributions still have no difference.

Proof: Suppose that the original distribution of flow length
is Py(Len) = p;, sampling rate is p, then the distribution of flow
length after sampling is

- il
P,(Len=1)=3 B,(Len=i)C{p'(1- p)
i=l
Since there is no difference in the original distributions, to
every value of i, the value of P,(Len=i) is the same in the two
distributions of applications. Meanwhile, when i and [/ is
settled, C', p' and (1-p)~ are all constants. So, to every

value of /, the values of P,(Len=I) are the same for the two
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applications, which means the distributions are still the same
after packet sampling. #

Theorem 1 shows that, if ABSA indicates that flow length
can not be used as a characteristic when no sampling used,
then after packet sampling at any rate, the values of y* statistic
and BS are still close to 0, and ABSA can still indicate that it
should not be a characteristic.

Theorem 2. If the original distributions of flow length have
differences, then the obvious degree of distribution difference
will become small after packet sampling, and the values of y°
statistic and BS also become small.

Proof: After sampling at rate p, the probability of a single
flow containing 7 packets being selected is

Pﬂaw(Len =i)=1—(l—p)i 3)

According to (3), flows containing different numbers of
packets have different probabilities of being selected. But if
just consider the flows containing 7 packets, the probability of
them being selected is a constant. Therefore,

(a) If the original probability P,(Len=i) have difference at
the point of Len=i, then the samples with larger original
probability will be taken away more proportion of its total
number of flow after packet sampling.

(b) If Py(Len=i) are the same in the two sample spaces,
then they will be taken away the same proportion of flows after
packet sampling.

From (a) and (b), we see that the distribution difference
will become small after packet sampling, and also the values of
¥ statistic will. #

Inference 1. If the original distributions of flow length have
differences, then the lower the sampling rate is, the smaller the
distribution difference after sampling is.

Proof: Suppose p; and p, are two sampling rates,
1>p;>p,>0. Then 3 p=p,/p;, 0<p<1, and p,=p*p.

The result of sampling at p, is equivalent to the final result
after taking the following two steps: (a). Sampling at p; to the
original data; (b). Sampling at p to the result of (a). According
to Theorem 2, BS,; = BS,,;x, < BS,; < BSoriginar- #

Inference 2. There is a sampling rate threshold p,, when the
actual sampling rate p<p, the distributions after sampling have
no difference statistically.

Proof: According to (3), when p=0, the flow sampling rate
P,,=0. In this situation, distributions have no difference, $=0.

While according to Inference 1, when p—0', the
distribution difference — 07, y>—0. Therefore, it is known
from the definition of limit existence, to V 6>0, 3 p,>0, when
0<p<py, there must be (5° -0) <. Let d=y,’, then when p<p,,
¥*<y.’, there is no difference between the distributions. #

The analysis of other time-dimensional behavior metrics is
similar to the above analysis of flow length. However, it is
necessary to pay attention to the metric average packet size
and those metrics about ratio, such as pkt ratio. Claffy [7]



shows that the distribution of packet size does not change after
packet sampling. However, this research only focuses on the
distribution of overall packets on the network, rather than the
average packet size per flow. It is known that if the times of
probability experiment are not enough, the experimental result
may be deviated. So, as the number of packets in each flow is
much smaller, it has a certain chance that the packet with
certain size being selected, and may cause the value of average
packet size changed. Similarly, although sampling is
independent of packet direction, the distributions of the metrics
about ratio may also change, and the distribution differences
will be smaller than the original ones.

To those space-dimensional metrics, if taking the traffic of
an application between two hosts as a general flow, and the
flow sampling rate as the corresponding packet sampling rate,
the analysis of their distributions is similar to the
corresponding metrics in the time dimension. The conclusions
of Theorem 1 and Theorem 2 are still correct.

Theorem 2 and its inferences show that, once the actual
sampling rate is lower than a threshold, the distributions will
become almost the same, even if there is a great gap between
the original distributions. Therefore, this metric can no longer
provide any useful information to the identification of that
application, and can not be used as a characteristic of that
application any more. This threshold varies with different
applications and metrics. However, in any sampling rate
situations, the sequence of the distribution difference degree
can be guaranteed not to change, see Theorem 3.

Theorem 3. In any sampling rate situations, the obvious
degree sequence of distribution difference is the same, and the
value sequence of y* statistic and BS is unchanged.

Before proving Theorem 3, we first put forward the
following lemma.

Lemma 1. To any metrics, 3 &>0, when the sampling rate
pe(l-g, 1], the overall distribution difference after packet
sampling is no more than one unit smaller to the original
distribution difference.

Proof: Since p— 17, A(distribution difference)—0".

According to the definition of limit existence, to V>0,
Je>0, when 0<1-p<e, there must be (A(distribution difference)
-0)<o. Let 0=1/(number of samples), Lemma 1 is proved. #

Thus, Theorem 3 can be proved.

Proof: Suppose M; and M, are two metrics, and the
distribution difference degree of M; is greater than M, in
original situation, BS(M;)>BS(M;). Sampling rate is p, 0<p<l1.

According to Lemma 1, 3 £,>0, when sampling rate is in
(1-g;, 1], the distribution difference of M, after sampling
becomes smaller with no more than one unit; and 3 &,>0, when
sampling rate is in (1-&,, 1], the distribution difference of M,
after sampling becomes smaller with no more than one unit.
Let ¢ = min(g,, ;).

If pe (1-¢, 1], then according to Lemma 1, the distribution
difference of M, after packet sampling is still greater than or
equal to that of M,, BS(M;)>BS(M,), the theorem is proved.
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Otherwise, p<1-¢, assume that after sampling, the sequence
of distribution difference degree changes, BS(M;)<BS(M,).
We decompose p=p;*p;; (p<p;<l, p<p;<l), the result of
sampling at p is equivalent to the result of sampling
consequently at p;; and p;,, and there is exactly only one
change in the BS sequence between the two samplings,
supposing it is p;;.

Similarly, if p;;e(1-¢, 1], the sequence of BS should not
change after sampling at p;;. The assumption is not correct.

If p;;<1-¢, then decompose p;; again, and let the sampling
rates which cause the sequence of BS value changed be
pir-Since p<p;<p< ... <pi<..<l, there is p;—1". Then there
must be a p,;e(l-¢, 1], which makes BS(M;)>BS(M,). It is
also in conflict with the assumption. So the obvious degree
sequence of distribution difference does not change after
packet sampling. #

Theorem 3 shows that the sequence of distribution
difference degree is independent to sampling rate. And it also
guarantees that the sequence of characteristic selection is
unique. Therefore, when sampling rate changes, it is not
necessary to completely re-examine the current distribution
difference of every metric, and re-select the characteristics. We
just need to expand or curtail the current set of characteristic
according to the sequence of BS wvalue, which greatly
simplifies the process of characteristic re-selection when
sampling rate changes.

TABLE IL BS VALUE OF SOME METRICS AFTER PACKET SAMPLING
Metric BS value
p=0.1 p=0.01 p=0.001
TCPflags 43E+4 9.3E+3 1.8E+3
pkt_size 1.2E+4 1.9E+3 2.3E+2
bytes 8.7E+3 1.3E+3 1.8E+2
pkts 6.3E+3 6.3E+2 1.3E+2
duration 7.9E+2 SAE+2 44.8
Bps 7.7E+2 3.5E+2 38.5
pps 7.7E+2 3.2E+2 314
pkt_size ratio 7.6E+2 2A4E+2 30.2
bytes_ratio 7.6E+2 2.1E+2 26.1
pkts_ratio 4.4E+2 14.3 12.7
head_size 1.5E+2 5.0 1.1

Table II shows the BS value of those metrics in Table I
after packet sampling at different rate. Comparing the
corresponding values in Table I and Table II, we can verify the
correctness of the above theorems and inferences, as well as
the analysis of the changes of distribution difference and BS
value in packet sampling environment. Thus, the following
conclusions can be drawn:

1. If the original distributions of a metric have no difference

between applications, then there will be still no difference



after packet sampling, the ABSA method can still judge it
should not be a characteristic.

If the original distributions of a metric have difference
between applications, then the difference degree and the
value of its BS will become small after packet sampling.
And the lower the sampling rate is, the smaller its BS
value is. Further more, there is a threshold of sampling
rate, when the actual sampling rate is lower than that
threshold, the distributions after sampling have no
difference, the metric can not be used as a behavior
characteristic of that application any more. The value of
threshold varies with different applications and metrics.

In any sampling rate situation, the sequence of distribution
difference degree can be guaranteed not changed. The
sequence of characteristic selection is independent to
sampling rate.

V.

The current behavior-based application identification
methods are not so satisfying in the aspects of overall accuracy
and granularity, and lacks generality. The main reason is the
lack of the knowledge on the behavior characteristic of every
application. According to this situation, this paper proposes a
method named ABSA to judge whether a behavior metric can
be used as a behavior characteristic of an application, and
further assess its significance. The ABSA method is based on
chi-square test, and uses a heuristic algorithm for interval
division, to ensure the stability of the result of  statistic. The
method gets judgment result by voting among multiple degrees
of freedom, to eliminate the impact of degree of freedom on
statistic. It also uses the critical quantile of every degree of
freedom to average y° statistic, which can guarantee the
weights of ¥ statistic under each degree of freedom are almost
the same, in order to assess the significance of behavior
characteristic precisely. The applicability of ABSA in packet
sampling environment is also studied detailedly.

CONCLUSION

The theoretical analysis and experiments results show that,
if the distributions of a metric between applications have
difference, then the ABSA method can judge it being a
behavior characteristic of that application correctly, and assess
the characteristic significance according to its distribution
difference reasonably. In packet sampling environment, the
actual distribution difference degree becomes smaller than the
original one, but ABSA can still guarantee the sequence of
distribution difference degree not changed, which ensures the
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uniqueness of the characteristic selection sequence when
sampling rate changes, and simplifies the process of
characteristic re-selection.

REFERENCES

Andrew W. Moore, Konstantina Papagiannaki. “Toward the Accurate
Identification of Network Applications”. In: Proc. of PAM 2005.
Boston, USA, 2005, pp. 41-54.

Myung-Sup Kim, Young J. Won, James Won-Ki Hong. “Application-
Level Traffic Monitoring and an Analysis on IP Networks”. ETRI
Journal, 2005, vol. 27, no. 11, pp. 22-42.

A. McGregor, M. Hall, P. Lorier, J. Brunskill. “Flow Clustering Using
Machine Learning Techniques”. In: Proc. of PAM 2004. Antibes Juan-
les-Pins, France, 2004, pp. 205-214.

Thomas Karagiannis, Konstantina Papagiannaki, Michalis Faloutsos.
“BLINC: Multilevel Traffic Classification in the Dark”. In: Proc. of
ACM SIGCOMM 2005. Philadelphia, USA, 2005, pp. 229-240.

M. Roughan, S. Sen, O. Spatscheck, and N. Duffield. “Class-of-service
mapping for QoS: A Statistical Signature-based Approach to IP Traffic
Classification”. In: Proc. of ACM SIGCOMM IMC 2004. Taormina,
Italy, 2004, pp. 135-148.

Andrew W. Moore, Denis Zuev. “Internet Traffic Classification Using
Bayesian Analysis Techniques”. In Proc. of ACM SIGMETRICS 2005.
Banff, Canada, 2005, pp. 50-60.

K. C. Clafty. “Internet traffic characterization”. San Diego: University
of California, 1994.

J. Pitkow. “Summary of WWW characterizations”. World Wide Web,
1999, vol. 2, no. 2, pp. 3~13.

C. Dewes, A. Wichmann and A. Feldmann. “An Analysis of Internet
Chat Systems”. In: Proc. of ACM SIGCOMM IMC’03. Miami Beach,
Florida, USA, 2003, pp. 51-64.

Louis Plissonneau, Jean-Laurent Costeux, Patrick Brown. “Analysis of
Peer-to-Peer Traffic on ADSL”. In: Proc. of PAM’05. Boston, USA,
2005, pp. 69--82.

Fabian Schneider, Sachin Agarwal, Tansu Alpcan, Anja Feldmann.
“The New Web: Characterizing AJAX Traffic”. In Proc. of PAM 2008.
Cleveland, USA, 2008, pp. 31-40.

Cao Zhenhua, Zhao Ping, Hu Yueqing. The Theory of Probability and
Mathematical Statistic. Nanjing: Southeast University Press. 2003.

(2]

(3]

(4]

(3]

(6]

(7]
(8]

[10]

[11]

[12]
[13] The eMule/eDonkey protocol.
http://www.cs.huji.ac.il/labs/danss/p2p/resources/emule.pdf. 2005.

CERNET. http://www.edu.cn/cernet_fu_wu_1325/index.shtml. 1994.

quadong, sommere. SourceForge.net: Linux layer 7 packet classifier.
http://sourceforge.net/projects/17-filter. 2009.

Cisco 10S NetFlow Introduction.
http://www.cisco.com/warp/public/732/Tech/NetFlow. 2006.
Huawei Technologies Co., Ltd. NetStream Technology White Paper.

http://www.huawei.com/cn/products/datacomm/pdf/view.do?f=269.
2007.

[14]
[15]

[1e]

[17]




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


