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An approach to decrypting ransomware wannacry based on api hooking

Guo Chun-sheng, Cheng Guang
(Key Laboratory of Computer Network and Information Integration, Ministry of Education, School of Computer Science and

Engineering, School of Cyber Science and Technology, Southeast University, JiangsuNanjing 211189)

Abstract: Recently, the wanton outbreak of ransomware WannaCry caused great harm to the network users,
How to prevent and decrypt ransomware WannaCry is a hot research issue at present. In order to implement
the decryption of ransomware WannaCry, we proposes a novel method based on API hooking to decrypt
and free the damaged data. Firstly, we study the encryption and decryption process of WannaCry virus and
find the encryption / decryption APIL functions used by WannaCry. Secondly, performing APl hooking for
key operations, records key information with the customized hook functions. Finally, implementing the
prototype system and monitoring all the processes in the operating system. When WannaCry infected the
host computer, the prototype system recorded the key information to complete the decryption of the files.
The result shows that the system can be effectively used to mitigate users from the damages caysed by
WannaCry.
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{
7. BOOLrv=0;
8. _ try{
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10. }_finally {
11. ifla2==7){
12 if(adl=0){
13;
14.
}
}
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15. returnry;

}
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