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Abstract:  An algorithm based on double counter bloom filter for long flows identification (CCBF) is proposed in
this paper. Double counter bloom filter structure is used to distinguish the process of the long flow filtration from
the long flow existence. The false positive rate of the algorithm is analyzed. The relationship of the memory
requirement and the error rate is analyzed through simulation. It is shown that with the same restriction of the
memory resource, the average error of this algorithm is less than the existing similar algorithms. The analysis of the
time performance shows this algorithm is capable of dealing with traffic up to 1 500kpps.The results reflect that this
algorithm can be used to monitor the long flows on backbone network.
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Fig.1 Demonstrations of bloom filter
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Fig.2 Structure of CCBF algorithm
Kl 2 CCBF HiE4iH
RPNIDESRGN (b Y/ (I

While a packet arrives
calculate H=h(1),h(2),...,h(k) ISR kAN ik
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{ update Longflow_info IME BOX AN R IR %
If flow end 1R 45 AR IR

{export flow record;
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decrease corresponding counters in Longflow CBF;

}
}
else A& T E K
{
increase corresponding counters in filter CBF;
if min_counter>threshold AW A v B s kI T BIEL K LN filter CBF o BRI
P INAE long CBF A (10 bR URLUH 55 B DR (1 KAt id
decrease corresponding counters in filter CBF;
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}
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end while
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Fig.3 Effect of the Hash space on the Long flow identification error rate
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Fig.4 Long flow identification error rate with the increasing of the packet number
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Fig.5 Packet average error rate with the increasing of the packet number
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Fig.6 Packet rate variation in the main process branches
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