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Botnet Detection by Analyzing Behaviors in Network Traffic
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Abstract: A botnet is a kind of malicious network which implants malicious programs into many computers through a variety of
means, so that the controller can control these computers in a convenient and centralized way; the controller can do many attacks
on the Internet by using all of these computers. The existing botnet detection technology based on flow behavior often focus on a
single packet or a single stream, and use multidimensional clustering which will lead to the detection of low effect. This article
puts forward a botnet detection method by analyzing behaviors in network traffic generated by botnet client and C&C server, and
extract features like time interval of flows, duration of connections, number of bytes in flows and period of flow sequence to detect
new traffic; In addition, this article use one-dimensional clustering and a botnet detecting system based on this method is
established.
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