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Security event verification based on cooperation

XING Su-xiao, GONG Jian
(School of Computer Science and Engineering, Southeast University, Nanjing 210096, China)
Abstract: In order to reduce the impact caused by the comparatively single IDS detection method and the excessive amount of false
positives, a method and model of security event verification based on cooperation was explored. It can verify security events through
multi levels, taking full advantage of the comprehensive detection method based on intrusion detection cooperation framework and
combining the time/space correlation analysis with assistant security event information. By classifying the security events into valid
events, invalid events and pendent events, system manager can do incident response pertinently. With the primary practice on the

CERNET backbone, this method can effectively reduce the amount of false positives, and advance the processing efficiency of IDS

detection result.
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