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Abstract

Based on the analysis of system logs, we can keep track of the behavior of systems that are under
management. However, as the information contained in the original system logs is too much and
too complex to be analyzed directly, efficient methods are required to strengthen the system
maintenance and management. A new analysis method for security logs is proposed in this paper,
which uses a set of normal-form rules for modeling the analysis. An example is arisen aso in
detail for explaining how the model works.
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1. Introduction

Over the past decade, significant progress has been made toward the improvement of computer
system security. Unfortunately, since operating systems together with the related networking
software and hardware utilities still have some kinds of security flaws, the reality remains that all
computers are vulnerable to attacks from both non-authorized users (outsider attacks) as well as
authorized users who abuse their privileges (insider attacks). So there is an obvious need for
mechanisms that can detect both outsider and insider attacks.

Operating systems generate descriptions of their behavior in so-called system logs. With the
contents of system logs, we can keep track of the behavior of systems that are under management.
Therefore, analyzing system logs is an effective means of detecting attacks. However, because of
the huge amount of log data generated, the traditional approach of manual analysis is impossible
in practice. Within the past few years, there has been a steadily growing interest in the research
and development of automated log analysis tools, referred to as intrusion detection systems. These
tools try to provide one of the few practical methods of analyzing log data efficiently in order to
aid the security administrators in identifying attacks.

Two important factors that make the direct analysis of origina system logs difficult are related to
the volume and diversity of logs. As operating systems produce mountains of logs, the analysis of
them becomes problematic because overall system performance may be adversely affected.
Moreover, each kind of system logsis in different formats, and modifications are demanded when
expanding an analysis tool to process multiple system logs.

A new analysis method for security logs is proposed in this paper, which uses a set of normal-form
rules to unify the analysis work. The basic ideais given in section 2. In section 3, we establish a
rule-based normal-form analysis model of security logs. And an example is arisen in detail in



section 4 for explaining how the model works. Section 5 presents some concluding remarks.

2. Normal-form Analysis of System L ogs

Generally speaking, the semantics contained in system logs can be classified as of statistic and
event. That is, any item in a system log will describe either facts about an action, or facts about the
result of the action. To a specific application, only certain information contained in the original
system logs is concerned. For example, network management systems mainly emphasize on the
statistic information (i.e., the result of an action), while intrusion detection systems primarily on
the event information (i.e., the facts about the action itself). Therefore, when working in one
specific field, we can predefine a relatively fixed normal-form log format, and preprocess the
origina system logs, viz. filtering out the irrespective content, selecting the needed items and
trandating them into the uniform normal-form format. Then the analysis is simplified by just
processing the normal-form logs with a common analysis engine. Using this method, efficiency
and portability are both achieved. The reduction of the amount of log data makes the anaysis
feasible. And al the modifications are limited to the preprocess function.

Security logs refer to the system logs that are security relevant, such aslogin log, ftp log, smtp log,
etc. The analysis of security logs mainly concerns the event information, viz. when, where, and
who do which action to whom. As according to ftp log, the required event information includes
when, who, from where, to where, download/upload which file, while the statistic information like
file number and file length transferred is of little interest. So the normal-form log format of
security logs is a syntax and semantic definition of the event information contained in the logs.

The design of the normal-form log format ought to meet the following goals. completeness,
extensibility, and simplicity. Completeness means that it must include all the needed information,
or the logs are unusable. Extensibility implies that it must allow representing any other type, so
the appearance of new logs doesn’t force a change in the format. Simplicity means that it must be
easy to be processed by the analysis engine.

In the automated analysis of security logs, the analysis engine acts as an expert system. The
knowledge of intrusion detection, for example, known attack methods and signatures, known
system flaws, expected system behavior, and the site-specific security policies, are encapsulated in
rules. From the perspective of the rule-based analysis engine, the log data are viewed as facts,
which map to the rules. A binding analysis is performed to determine if the fact/rule binding is
consistent. The rules may recognize single events that represent attacks by themselves, or they
may recognize a sequence of events that represent an entire attack scenario.

3. A Rule-based Normal-form Analysis Model

This model has three major operation components: data collector/preprocessor, rule-based analysis
engine, and information archiver, which may reside on different systems. Since logs have their
own data formats, each of them employs a different data collector/preprocessor. All the
normal-form logs are analyzed with a central analysis engine based on a set of normal-form rules.
The logs and results are archived in arepository for later investigating. Figure 1 puts the pieces of
the entire model together in one diagram. New functions must be added to support the data



transmission, but it is beyond the scope of this paper.

Because the analysis of security logs primarily emphasizes on the event information, the
normal-form log format commonly comprises the following elements: subject, time, location, and
activity. Further, the time includes arrive time and leave time; location consists of source location
and destination location; and activity is made up of object and action. Thus the format is as
follows:

(subject, (arrive time, leave time), (source, destination), (object, action)).

Logically the rules have the form:

Antecedent P consequence,
where the antecedent is either an event characterized in logs, or a consequence of some previoudy
satisfied rule, or any conjunction of these. Because the interested aspects of an event are expressed
as elements in the uniform normal-form log format, the antecedent is a conjunction of canonical
predicates, each of which corresponds to either an element of the log format or a conseguence.
Since conditional predicates can always be conversed into standardized prenex normal conjunctive
form, the rules can be translated into the form of :

(set of conditional predicate clauses) P consequence predicates.
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Figure1l. The Normal-form Analysis Model

Not al the elements defined in the normal-form log format are recorded in al the original system
logs, so the normal-form log with some empty elements may appear, which makes the boolean
values of some if-clauses uncertain. Hence, ternary logic with: T(true), F(false), U(undefined), is



used, and its truth value calculation rules are supplemented as following :
@O UAT=TAU=U @ UAF=FAU=F ® UAU=U
@ UVT=TVU=T & UVF=FVU=U ®& UVU=U @~ U=U.

The analysis engine is responsible for reading new events described in the normal-form logs,
attempting to apply the rules to the events, reporting suspected intrusions, and maintaining the
various dynamic values associated with the rules. The deduction of one rule is transformed to the
judgement of the satisfiability of if-clause set. When the input events and the previous
consequences satisfy the antecedent, the consequence is deduced. Priority order criteriais applied
to resolve the conflict among multiple rules.

4. Animplementation of the model

A prototype of the rule-based normal-form analysis model has been implemented as a part of the
VULCAN (VULnerahility Capturer for Auditing in Network) system, a multihost-based security
monitor developed in Southeast University in 1998. It employs a client/server model, where each
monitored hosts collects and preprocesses security logs, and transmits the normal-form logs to a
central VULCAN server via a secure channel. The VULCAN server analyzes the data for signs of
attacks, produces reports or alarms as required, and archives the related information. Here an
exampleisarisen in detail for explaining how it works.

The following rules are applied to two kinds of unix logs (wtmp and sulog):

Rulel: if an account, except “billy”, successfully su to root, then the root is
compromised by an insider user;

Rule2: if an account successfully login from an IP address beyond 202.112.23.0 —
202.112.23.255, then the account is compromised by an outsider user;

Rule3: if an account successfully login from an IP address beyond 202.112.23.0 —
202.112.23.255 and su to root, then the system is compromised by an outsider
user.

The priorities are assigned in increasing order.

The normal-form log format is defined in section 3. Suppose there are two pieces of logs on the
host “hanan”:
@ wtmp
billy pts/22 202.112.25.213 Thu Jul 2 11:44 - 12:16 (00:31)
@ sulog
SU 07/02 12:01 + pts/22 billy-root.
They are tranglated into the following normal-form logs:
Logl:
(billy,(07.02.11:44,07.02.12:16),(202.112.25.213,hanan:22),( ,login))
Log2:
(billy, (07.02.12:01,), (, hanan:22), (root, su))

Thereis asubset of the canonical predicates:
U(x,L) — x is the subject element of log L



AT(X,L) — x is the arrive time element of log L

LT(x,L) — x is the leave time element of log L

S(x,L) — x is the source element of log L

D(X,L) — x is the destination element of log L

0(x,L) — x is the object element of log L

A(x,L) — x is the action element of log L

Is(X,y) — x isy

Between(x,x1,x2) — x is between x1 and x2

P(L) — the root is compromised by an insider user

Q(L) — the account is compromised by an outsider user

R(L1,L2) — the system is compromised by an outsider user.
Using these predicates, the above rules can be expressed as follows:
Rulel®:
$L" x((U(x,L)E@Is(x,billy))U(0(x,L)Els(x,root))U(A(x,L)EIs(x,su)))b P(L)
Rule2*:
$L" x((S(x,L)E@Between(x,202.112.23.0,202.112.23.255))U(A(x,L)EIs(x, login)))b
QL)
Rule3*:
$LIBL2" x" y" z((U(X, L) WU(Y,L2)EIs(X,y))U(S(x,L1)US(y,L2))EIs(x,y))U((D(X,
L1)UD(Y,L2))EIs(X,y))U((AT(x,LD)ULT(z,L1)UAT(y,L2))EBetween(y,x,z))U(S(x,L1)
E@Between(x,202.112.23.0,202.112.23.255))U(0(y,L2)Els(y, root))U(A(x,L1)E Is(x
,1ogin))U(A(Y,L2)EIs(y,su)))b R(L1,L2).
They are conversed into the following if-clause set form:
Rulel®":
(@U(x,L)UBIs(x,billy),20(x,L)Uls(x, root) ,@A(x,L)Uls(x,su))b P(L)
Rule2®":
(2S(x,L)UZBetween(x,202.112.23.0,202.112.23.255) ,@A(x,L)Uls(x, login))P Q(L)
Rule3"":
(DU(x,LDUU(Y,L2)Uls(x,y),@S(x,L1)UBS(y,L2)Uls(x,y) ,@D(x,L1)UBD(y,L2) Uls(x
,Y) ,DAT(x,L1)UBLT(z,L1) UBAT (y,L2) UBetween(y,x,z) ,@S(x,L1) UZBetween(x,202.112
.23.0,202.112.23.255),@0(y,L2)Uls(y, root) ,@A(x,L1)Uls(x, login) ,@A(y,L2) Uls(y,
su))b R(L1,L2).

Using the method of predicate logical decision, Q(Logl) and R(Logl,Log?2) are deduced. Because
the priority of rule3 is higher than that of rule2, R (Logl,Log2) is archived as the final result. The
contents of Logl and Log2 are also archived as the parameters of it.

5. Conclusion

This paper proposes a rule-based normal-form model for security logs analysis, which turns the
intuitive judgement of system logs by human into automatic processing by machine. As the
original system logs are reduced and unified into a predefined normal-form format, frequently
periodic monitoring huge log information becomes possible, and reusability of the analysis tool is
achieved at the physical level. The analysis engine acts as an expert system that codes the
knowledge of intrusion detection in a set of normal-form rules. The first phase of our work



produces a prototype of the model, which performs basic functions of it. Future work continues on
the design, development and refinement of rules, particular of those that can take advantage of the
knowledge about particular kind of attacks. We try to consummate the analysis engine to make it a
more intelligent and sensitive expert system. The control schedule of the analysis aso can be
optimized to justifying the monitoring period by security policies as well as the current status of
the monitored system.
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