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Super point detection based on sampling and data stream ing algor ithm s
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Abstract: In order to imp rove the p recision of super point
detection and control m easurem ent resource consump tion, this
paper p roposes a super point detection m ethod based on samp ling
and data stream ing algorithm s (SDSD ) , and p roves that only
sources or destinations w ith a lot of flow s can be samp led
p robabilistically using the SDSD algorithm. The SDSD algorithm
uses both the IP table and the flow bloom filter (B F ) data
structures to m aintain the IP and flow inform ation. The IP table
is used to judge w hether an IP address has been recorded. If the
IP exists, then all its subsequent flow s w ill be recorded into the
flow B F; otherw ise, the IP flow is samp led. This paper also
analyzes the accuracy and m em ory requirem ents of the SDSD
algorithm , and tests them using the CERN ET trace. The
theoretical analysis and experim ental tests dem onstrate that the
m ost relative errors of the super points estim ated by the SDSD
algorithm are less than 5% , w hereas the results of other
algorithm s are about 10%. B ecause of the B F structure, the
SDSD algorithm is also better than p revious algorithm s in term s
of m em ory consump tion.
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T
he p roblem of super point detection arises in network
monitoring and security app lications, such as DDoS at2

tacks, worm attacks and network scan events, which cause
some IP addresses to p roduce and send a large number of
flows to distinct destinations or receive a large number of
flows from different sources in a given measurement interval.
For examp le, Slammerπs scanner

[1 ]
could p roduce more than

30 000 scans per second. For a lightly loaded OC248 with a
favorable traffic m ix, a measurement system with a memory of
hundreds of megabytes and efficient algorithm s for counting
flows can afford to keep an entry for each source and destina2
tion IP. However, under adverse traffic m ixes such as massive
DoS attacks with source addresses faked at random or worm s
aggressively p robing random destinations, keep ing even a
small entry for each unique IP address will consume too much
memory of measurement monitors, so we cannot afford to save
the states of all aggregation points.
　This p roblem of super point detection has been studied in
recent years. For examp le, Snort

[2 ]
and Flowscan

[3 ]
keep re2

cords for each source and destination. There is no memory2ef2

ficient imp lementation in this straightforward app roach, since
the hash table typ ically requires large quantities of DRAM for
operation. A s a result, this app roach is not feasible for monito2
ring high2speed links. Venkataraman et al.

[4 ]
p roposed two

flow samp ling techniques to detect super points, where both
one2level and two2level filter schemes used a hash2based flow
samp ling technique for estimating fan2outs. W hen these
schemes are used in high2speed links, the samp ling rate is
typ ically low due to the traffic burst p roblem. Zhao et al.

[5 ]

p roposed two algorithm s to solve the p roblem s using the data
stream ing algorithm which focuses on estimating the number
of flows in the source /destination IP, but they did not give a
method concerning how to retain the source /destination IP re2
cords. Noriaki et al.

[6 ]
p roposed an adap tive method of identi2

fying super points by flow samp ling in order to satisfy the giv2
en memory size and the requirements for the p rocessing time,
so it can adap tively op tim ize parameters according to changes
in traffic patterns.
　This paper p roposes a super point detection method based
on samp ling and data stream ing algorithm s ( SDSD ). In this
method, only sources or destinations with a lot of flows can be
samp led p robabilistically using samp ling and data stream ing
techniques. The contribution of the SDSD algorithm is to use
both the IP table and the flow bloom filter(BF) [7 ]

data struc2
tures to maintain the IP and flow information.

F ig. 1　SDSD struc ture

1　SDSD A lgorithm

　The SDSD algorithm structure is shown in Fig. 1. After a
packet arrives in the monitor, the algorithm checks the IP ta2
ble and judges whether the IP which the packet includes has
existed in the IP table. If the IP is found in the IP table, then
the flow which the packet belongs to will be checked and the
IP entry in the IP table is updated. O therwise, the SDSD will
samp le the flow to decide whether to add a new IP record into



the IP table.
　 The SDSD algorithm directly subm its it to the BF
p rocess whether the source /destination IP in the packet be2
longs to an entry in the source /destination IP memory or
not; otherwise, the flow samp ling p rocess random ly samp les
th is flow with a p robability p. Let a flow identifier of a
packet be x, and a hash function h p roduce a hash value
h ( x). Let the maximum of the hash value be hm ax and the
samp ling p robability be p. If h ( x ) / hm ax < p, then the
source or destination IP of this packet is samp led, and the
source /destination IP is added in the source /destination IP
table. After the IP is added, the samp le and hold p rocess
will transfer all its subsequent flows whose source /destina2
tion IP is equal to the IP in the flow BF. W hen a packet
passes through the samp le and hold p rocess, the BF will be
detected to judge whether the destination / source IP of this
packet belongs to a new or a existing flow. If it has no re2
cord in the bloom filter, then its information is added to the
BF, and the source /destination IP table is also updated at
the same time.
　The SDSD defines an IP tab le used in keep ing the IP
identifier and its flow number, and sets a BF structure to
record those flows which have been written in the IP table.
Let the size of the BF be w ( bits) , and the BF, which is
used to record whether the flow exists, is initialized all to
“0”at the beginning of the measurement in terval. W e set a
hash function h that map s a flow label to a value uniform ly
distribu ted in [ 1 , w ]. A s soon as a packet pkt arrives, the
SDSD hashes its flow label (pkt. source IP, pkt. destIP, pkt.
sport, pkt. dport) using the h hash function, so r = h (pk t.
source IP, pkt. destIP, pkt. sport, pk t. dport). The result r
is treated as an index in to the BF. If B [ r ] = 1 , then the
flow has been p rocessed with a collision p robability, and
the SDSD simp ly m isses p rocessing the packet . O therwise
( i. e. B [ r] = 0 ) , the flow label of the packet is a new one,
and the IP record is updated in the IP tab le.

2　Theoretica l A nalysis

　W e formally quantify the p robability that a super point
with a certain number of flows is not detected. Let F be a
threshold of the flow number of a defined super poin t and p
be the flow samp ling p robability. Then the p robability p′
that the super points with F flows are m issed is p′= (1 -
p) F≈ e

- Fp
. Let the p robability of a m issed super point with

F flows be less than or equal toδ, that is, p′= e
- Fp≤δ,

then the samp ling p robability p should satisfy p≥
ln (1 /δ)

F
to detect the super point with F flows. For examp le, if we
need to detect a super point whose flow number is greater
than 100 andδ≤01000 1 , then p > = 01092.
　Let a super poin t have s flows. W hen the first flow of the
super point is samp led, the number of passed flows in the s
flows is X. Here X is a geometric p robability distribution,
and its p robability mass function (PM F) is P (X = k ) = (1
- p) k - 1

p. W here X = k means that when the first flow of
the super point is samp led, the number of passed flows in
the s flows is k - 1. E (X ) = 1 / p, var (X ) = (1 - p) 2

/ p.
The estimated value of x is x̂ = 1 / p, and its variance is (1
- p) 2

/ p. A ssum ing thatε is the relative error threshold of
the flow number estimator of a super poin t,ε= 011. Ac2

cording to ( 1 - p / p ) / F≤ε and ( 1 + 4ε2
F

2
- 1 ) /

(2ε2
F

2 )≤p, the m inimal p robability for flow samp ling is
01095. In this examp le, the samp ling p robability is set to
10 % to satisfy the two conditions.
　After the first flow of an IP is recorded in the IP table,
all the subsequent flows which belong to the IP will be
measured, and their subsequent flows will be checked by
the BF and judged whether the flow is a new one or not.
Let the number of “0”bits in BF B (with size w ) be u
when a new flow with source IP S arrives. If the flow identi2
fier is mapped into B [ r ] , then B [ r ] = 0 with p robability
u /w , so we can use w / u to update the IP flow number N
(S ) in the IP tab le. In the measurement interval, if k flows
of IP S are found in the BF B , we can obtain an unbiased
estimator of the IP S flow number after the first flow of IP S

is recorded into the IP table. N̂ S = ∑
k

i = 1

w
u i

. A ssum ing that

the number of “1”bits in the BF with m 2bit spaces and k
hash functions is n i when the i2th flow arrives, the collision
p robability that a hash value of a new flow enters into “1”
bit position is n i /m. Because the p robability that all k hash

functions enter into “1”bit positions is ( n i /m ) k
, the p rob2

ability that a new flow can be detected is pi = 1 - ( n i /

m ) k
. Therefore, to obtain an unbiased estimator of the IP

flows from the samp led traffic, we should statistically com2
pensate for the fact that with p robability 1 - pi , the bit in
the BF has a value of 1 and the flow will m iss the update in
the IP table due to aforementioned hash collisions. It is ob2
vious that if we add 1 / pi = 1 / (1 - ( n i /m ) k ) to the IP ta2
ble, the resulting estimator is unbiased, and its variance is
(1 - pi ) / p

2
i = ( n i /m ) k

/ (1 - ( n i /m ) k ) 2
. To be more p re2

cise, supposing, in a measurement period, the BF is upda2
ted by an IP S with T flows {flow j , j = 1 , 2 , ∗ , T}. An un2

biased estimator of T is E ( ŝ ) = ∑
T

i = 1

1
1 - ( n i /m ) k , and its

variance is va r ( ŝ ) = ∑
T

i = 1

( n i /m ) k

(1 - ( n i /m ) k ) 2 . If the sam2

p ling and the BF are considered at the same time, then E (ŝ)

= ∑
T

i = 1

1
(1 - (ni /m)k )

+
1
p

, var(ŝ) = ∑
T

i = 1

(ni /m)k

(1 - (ni /m)k )2 +

1 - p

p
2 .

　The IP table size is determ ined according to the number of
identified super points. The actual number of samp led flows is
an upper bound on the number of entries in the IP table be2
cause new entries are created only for samp led flows. The ex2
pected number of the samp led flows is N p, where N is the
number of flows, and p is the samp ling p robability. Since the
number of samp led flows is a binom ial p robability distribu2
tion, we can use a normal distribution curve to fit the number
of samp led flows during the measurement interval with high
p robability. The actual flow number with a p robability of 99%
will be at most 2133 standard deviations and above the expec2
ted value. The standard deviation of the number of samp led

flows is N p (1 - p). The entries in the IP table are at most

N p + 2133 N p (1 - p) , and the relative error of the super

point with F flows is ( 1 - p / p) / F.
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3　Experimental Analysis

　 Here the SDSD algorithm will be compared with
Venkataramanπs samp led algorithm (VSAM ) , and Zhaoπs bitm2
ap algorithm (ZB IT). The VSAM algorithm random ly samp les
a certain percentage of source2destination pairs using a
hashing technique to estimate the fan2outs of sources, which
are counted and scaled by 1 /p to obtain an estimate of the
fan2out of the sources in the original traffic. This counting
p rocess is typ ically performed using a hash table to store the
fan2out values of all the samp led sources so far, and a newly
samp led flow will increase the fan2out counter of the corre2
sponding hash node. The ZB IT algorithm also uses a hash2
based flow samp ling algorithm to app roximately count the fan2
outs of the samp led sources. The main contribution of the
SDSD algorithm is that the samp led traffic is further filtered
by a simp le data stream ing module, which guarantees that at
most one packet from each flow is p rocessed, so it allows for a
much higher samp ling rate than the traditional hash2based
flow samp ling.
　The following equations show the flow number unbiased es2
timators of the three algorithm s and their variances. The flow
number unbiased estimator of the VSAM algorithm is

E (x) = n / p, that of the ZB IT algorithm is
1
p ∑

T

i = 1

m
m - n i

, and

that of the SDSD algorithm is∑
T

i = 1

m
k

m
k

- n
k

i

+
1
p

. The vari2

ance of the VSAM algorithm is var(x) = n (1 - p) / p
2
, that of

the ZB IT algorithm is
1
p

2∑
T

i = 1

n i

m - n i

+
E (x) (1 - p )

p
, and

that of the SDSD algorithm is∑
T

i = 1

(m n i )
k

(m
k

- n
k

i ) 2 +
1 - p

p
2 . Now

we can define a theoretical error metric eV / E = var(x) / E (x) to
compare the three algorithm s. So the error metric of the VSAM
algorithm is eV / E = (1 - p) / p, that of the ZB IT is eV / E≈ (2T /

m + 1 - p ) / p, and that of the SDSD is eV / E ≈
m T

2
/ (2m - T) 2

+ (1 - p) / p
2

Tm / (2m - T) + 1 / p
(k is set to 1) , where T is the

flow number.
　Fig. 2 is the simulation comparison among the three algo2
rithm s according to their theoretical error equations. In the ex2
amp le, T is set to 100 000, and m is set to 1 048 576. From
the simulation results, we know that the theoretical error of
the SDSD is less than those of both the VSAM and the ZB IT.

F ig. 2　Theore tica l e rro r com parison

　W e also use packet header traces in this paper gathered at
an OC248 backbone link of CERNET at 18: 48 pm on Novem2
ber 10, 2005

[8 ]
. The CERNET trace is 60 s, with 128 350

source IP addresses, 759 041 flows, and 37 008 564 packets.
If the super point threshold is set at 011% of the total flow

number, then the number of super points is 85 in the trace,
and its threshold is 759 flows. In the experiment, the flow la2
bel consists of the four tup les〈 source IP, destination IP,
source port, destination port〉, and the IP label is〈 source
IP〉. The super point is the IP label whose flow exceeds a
p redefined threshold of 011% of the total flow number.
　 In the experiments, both the SDSD algorithm and the ZB IT
algorithm use a bit array structure to record if the flow has ar2
rived. The size of the bit array in the two algorithm s is set at
128 KB, that is 128 ×8 ×1 024 = 1 048 576 bits. The flow
samp ling rates of all the three algorithm s are set at p = 1 /8.
Before we begin to measure the accuracies of the different al2
gorithm s, an error metric erel is defined. The erel metric to esti2
mate the average error of all n estimated super points is ere l =

∑
n

i = 1

Xi - X̂i

Xi

. W here X i is the actual flow number of the i2

th super point, and X̂ i is the estimated value of the i2th super
point.
　The estimated results of the super points using the three al2
gorithm s are compared with each other in Fig. 3, where the
X 2axis is the true flow number of the super points, and the Y2
axis is the estimated flow number of the super points. Let the
super point threshold be T, and the range of the X 2axis be de2
fined as [ T, 2T ] such that the range of the X 2axis is [759, 1
518 ] in the CERNET trace. The diagonal line is used as a
standard line to compare the detection performance. If these

F ig. 3　Com parison am ong th ree algorithm s

poin ts are nearer to the diagonal line, then the estimated su2
per point value is closer to the actual value. The dotted line a2
bove the diagonal line shows that the estimated values are 5%
greater than the actual values, and the dotted line below the di2
agonal line shows that the estimated values are 5% less than
the actual values. The points inside the two dotted lines have
relative errors of less than 5%. Fig. 3 shows that nearly all
points of the SDSD detection are inside the two dotted lines,
while lots of points of the other two algorithms are outside the
two lines. It means that the relative errors of detecting super
points using the SDSD algorithm are less than 5% , while the
relative errors of the other two algorithms are more than 5%.
The greater the distance between the point and the diagonal
line, the greater the estimated error. Fig. 4 exp lains the relative
error distributionof the super points. The X 2axis is the range of
the relative error of the super point, and the Y2axis is the ratio
of the relative errors of the super points in the range of the X 2
axis. As shown in Fig. 4,most relative errors of the super points
estimated by the SDSD algorithm are less than 5% , which are
better than the detected values of the VSAM algorithm and the
ZB IT algorithm.
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F ig. 4　Relative error d is tribution of super points

4　Conclusion

　 It is a significant challenge in network management and se2
curity to detect the super points in high2speed network links
efficiently and accurately. In this paper, we p ropose a new
method for detecting super points to guarantee detection accu2
racy and memory requirements. Our method is based on sam2
p ling and data stream ing algorithm s, where the samp ling tech2
nique can p robabilistically guarantee to samp le only super
points and the data stream ing technique sets a BF structure to
save memory space.
　The statistics method is adop ted to analyze the memory
space requirements and the estimated accuracy of super
points, and a lower bound of samp ling p robability is deduced
using a bounded variance estimator. The experiment with the
CERNET traces shows that the SDSD can accurately detect
super points, and efficiently save memory.
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基于抽样和数据流算法的超点检测
程　光　　强士卿

(东南大学计算机科学与工程学院 ,南京 210096)
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摘要 :为了提高超点检测的精度并控制测量资源的使用 ,提出了一种基于抽样和数据流算法的超点检测方法.

该方法通过抽样从概率上保证发送或接收大量流的节点能被检测 ,同时采用数据流技术建立了 IP tab le和流 B F

(B F)两个数据结构. 其中 IP tab le结构用于判断 IP是否已经被创建 ,如果已经被创建 ,则将属于该 IP的所有后

续的流记录在流 B F结构中 ;如果 IP tab le结构中不存在该 IP记录 ,则对属于该 IP的流进行抽样.对提出方法的

精度和内存需求从理论上进行了分析 ,并采用 CERN ET数据进行验证.理论分析和实验测试表明 ,提出的超点

检测算法的测量误差基本控制在 5%以内 ,而其他算法的误差在 10%左右.另外 ,由于使用 B F数据结构 ,提出的

算法在使用空间上也优于其他算法.

关键词 :超点 ;流抽样 ;数据流
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