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Cobbling of HTTP Flow Based on DPI and DFI
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Abstract: Currently, the flow classification algorithm can only classify HTTP traffic with different application types, and therefore
unable to meet the emerging services such as reverse billing, we propose two algorithms that can cobble all HTTP traffic generated
by web service: cobbling of HTTP flow based on DFI and cobbling of HTTP flow based on DPI. The former merges HTTP traffic
by parsing each HTTP request header information for all the traffic generated by web browsing, which is suitable for high
precision but smaller network traffic, while the latter is based on the application of the flow behavior recognition technology, by
analyzing the difference of HTTP streaming in different sessions or different states, and thus merges HTTP stream by web page as
a unit , which is more suitable for heavy network environments with high efficiency on heavy traffic. Experimental results show
that the two proposed merging algorithm can solve the problem of HTTP traffic statistics.
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for each flow's request req
BEGIN
if (req.url is not embedded file-type)
req_ht.insert(req.url) and req_ht(req.url).subGetNum = 0
if (reg.referer is not NULL and req.time - req_ht(req.referer).eTime <
Tthresh1)
req_ht(req.referer).subGetNum++;
if (req_ht(req.referer).subGetNum eq 3)
if (req_ht(req.referer).referer eq NULL)
req_ht(req.referer) is mainflow
else if (req_ht(req.referer).sTime- req_ht(req_ht(req.referer).referer).sTim
> Tthresh2)
req_ht(req.referer) is mainflow

END
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