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Intrusion Tracking and Forensics System for Network

Security Incidents

Zheng Feifei, Gong Jian
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Abstract: In order to improve the efficiency of emergency response to security incidents, an intrusion tracking and forensics
system was designed and implemented. Based on the specific security incidents information, the system uses OpenFlow switches
to filter and forward packets. The PF RING ZC zero-copy driver is used to collect packets. The high-efficiency packet
classification algorithm is used to separate packets offline. The open source intrusion detection software Suricata is used to detect

packet traffic, using the open source system Bro for application layer protocol analysis, semantic extraction of alarms and protocol

logs, and combined with tracking content visualization to improve the emergency response efficiency of security incidents.
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