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Analysis on ShadowServer TCP scanning behavior based on IBR
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(School of Computer Science and Engineering, Southeast University, Nanjing 211189, China)

Abstract: To distinguish between malicious scanning and non-malicious scanning, a method for fil-
tering non-malicious scanning traffic based on white list is proposed. First, a well-known security a-
gency ShadowServer Foundation$ scanning hosts are used as white list and some of the ShadowServ-
er scanning hosts from the Shodan search engine are regarded as the initial white list. Then, the TCP
scanning traffic is filtered based on the initial white list and the IBR traffic acquired on the CERNET
Nanjing master node boundary. Finally, by analyzing the scanning behavior of the scanning traffic,
a complete white list acquisition algorithm is designed to find out all the white list hosts. The experi-
mental results show that, a total of 229 white list hosts are found and their IP addresses are mainly
distributed in 4/26 network segment, in which the three network segments have the continuous ad-
dresses and another network segment also has a certain law. In addition, based on the data obtained
in the experiment, two cases and their analyses about the scanning for port 30022 and port 445 (ex-
tortion virus) are provided.
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