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Identification of Application- Level Protocols Using Characteristic
Chen Liang Gong Jian Xu Xuan
(Jiangsu Province Key Laboratory of Computer Networking Technology, Department of
Computer Science, Southeast University, Nanjing 210096)

Abstract: Along with the emergence of many P2P protocols and the need of circumventing firewalls, traditional methods
of application - level protocol identification such as using default server port become more and more inaccurate.The
characteristic for each of seven application- level protocols is defined by analyzing some available documentations and
packet- level traces in this paper.The characteristic of a protocol is a necessary part of actual communication, and it is
more frequent to be used than any other necessary parts.These characteristics then are utilized to identify the seven
protocols.The measurements show that the approach has higher accuracy than traditional port-based approach, and the
time consumption increment do not exceed 2%.
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