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Linux process behavior profile based on system calls
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Abstract: This paper uses the audit module to collect the system calls generated when the privileged process is running, and uses

this as the information source to use the first-order homogeneous Markov chain model to profile the privileged process. Analyzing

the results of the profile, it is concluded that fewer system calls are used when the privileged process is running, and the transfer

between system calls is relatively stable. Lay a theoretical foundation for the subsequent use of system calls to perform anomaly

detection on privileged processes.
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