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Research on alert correlation method based on alert
confidence in multi-1DS environment
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(Computer Network Technology Key Laboratory of Jiangsu Province, School of Computer
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Abstract: To overcome the shortcoming of current alert correlation methods which didn’t consider the confidence of IDS,
an aert correlation method based on alerts confidence using the evidence theory was presented. Each alert was regarded
as a piece of evidence of a network attack. Then multiple pieces of evidence were combined by the Dempster’s combina-
tion rule, and used to infer whether the attack corresponding to the alerts took place. As a result, the ambiguity and con-
fliction in alerts were eliminated, achieving the goal of improving alerts quality. Experimental results on the DARPA
2000 IDS test dataset show that the proposed method can efficiently decrease the false alert rate and reduce more than
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60% of the alerts.
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input: aerts reported from multiple IDSs that correlate with a net-
work attack a which should be decided;

output: aerts are true positive or not;

let ES= { Ej| Ei correlated with a, i=1,2,--,m, m<n};

let my{ A})=0; my({ —A})=0; my({ 6})=1,

for (each E € ES) {

let m({A}), m{—A}), m({ 6}) are the basic probability assignment
of E;

let m({AD=m{A)em{A) ;
let m({—=AN=m{-A)em({-A):
leem{{ &)=m{ehem{e});

}

if (M({—=A}H)=m({A}) and m({-A})=m({ &})) {
network attack a is not happened;

combine al aertsinto one alert and report it as false dert;
}

ese{

network attack a isreal happened;

combine al aertsinto one alert and report it astrue alert;

}
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map sadmind request UDP

directory listing

=
E
=

b1
3

S|
=
=
=
[
|
==
i
(=]
<z
fea]

@
=
o
B
<
E
&
=
2
=]
=
e
2
fa|
=
o

vii_bin/ access

(fip_telnet) Invalid FTP Command
RPC

ATTACK-RESF
access udp

SNMP request udp

Ntep request
WEB-CGI campus access

WERB-CGI redirect access
WEB-CGI wrap access

Ee B2 .L

=

=
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WEB-CGI count.cgi access
WEB-CGI db2www access
WEB-CGI finger access

WEB-MISC /doc/ access .
WEB-MISC RBS ISP /newuser access

RPC sadr
RPC sadt
SNMP Agen
SNMP publi

(@) Snort $ix 75 45

520

4804
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4004
3604
= 320
5 2804
2404
2004
160
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80
404

Email Ehlo

Urgent_Data
TelnetTerminaltype
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HTTP Shells
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