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Abstract: Based on the Chi-Square Statistics and Test, this paper proposes a method named ABSA (application
behavior significance assessment) to analyze the traffic behavior characteristics of applications. The ABSA method
does not focus on any certain applications; in contrast, it aims at providing a quantitative standard for describing the
behavior distribution differences among applications, so that the traffic behavior characteristics and their
corresponding significances can be determined. The theoretical analysis and experiments results show that 1) ABSA
can present the information about characteristics more precisely and copiously to improve the accuracy of
application identification; 2) the significance of characteristic is independent of its proportion in sample totals; 3)
ABSA can keep the relative significance sequence of behavior characteristics unchanged in a packet sampling
environment, which is often used by NetFlow and many other flow information collecting systems to simplify the
characteristic re-selecting process when sampling ratio is changed.

Key words: network behavior; application-level protocol; traffic identification; behavior characteristic; chi-

square statistics; packet sampling
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(2) FUA7 I 2 H oA PR B B 5 T 0 15000 WIS AT Sy b5 I 5% sl A1 DA S, I A AT O R AE A AT RIS R N S 43 A
TXLGAT Sy W0 AR (14 3 A1 AR 00, AT AT B ) 2 1t Uk 4 B HH 5 3 1R IR BV AR A B4 i SR TR RS 1
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X 25 HRp A 11 40 35 R P AT PEAN (W H 77 7% ABSA(application behavior significance assessment).i% /7 V5 AN X4
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3 TS SEBR R AR 4R SC Trace SEU6G, 50 UE ABSA J5 v 1 UER A, 288 ) A AR B3 0 DGk DL R Bl iSCUR o RG B 1 1
TSR 4 71903 A 240 2 R 2 A H AR SCHIRE I vEREAT I B 2340 72 5 B ABSA IR REM $8 HH ABSA J5 vk 13
FHG 28 5 AT 2 A A



2854 Journal of Software #4334k Vol.21, No.11, November 2010

1 Rty SR 7%

PIRSAT D9 R AE ) 2 PR A B, 2 (] — A7 by I B AR S 7E PR ST A AR R b WA 43 AT AR UL AR B B ) A5 PR 40 AT
FETR], IURE A T 48 B iSCAE AT 9 L I — 350, 00 5 AN R A A P USCRR AR 75 WU AT kA7 7 22 5, W0 B T DA M AT R
A, H A0 1) 22 SRR BE YO8 T R AE 1R S8 35 88 B V0 AT R RE AR 9 4 s L 37 T 45 4 2R 07 1k, FLANRORS TA A [1) 4
= 19 L.
2 G — AR A (X, LX) R R AT B LS B X FR)— AN REAR F AN T 40 A o %,
ot F LA HRERW,. . X)W 410 22 5 Wi 2 e A F oA
P(X=a;))=p;i=1,2,...,v,

Horbop>0 40, Y pr =1L n;id X0, X, 1T a; IANEURD a; O SITEL, >, =n B np; h a; (K PRI ATHL
i=1 i=1
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=) (M
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FREAR R n B B AUE UG5 7 MM 53 A1 4 R BE v—1 18 700 Al A5 40 A F AT LUAR B 2
PEAR TR ABLAR 22 0 4 STCH 5 B8 AT AR X AR 255 07 () 7 e v i B /N [ 2 28 SR, o7 A K
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R PEVPAL, 2 5 2 B DA HE R T A A T A A S 3 88 7 1k A DA AR 45 SR I AN S R 2 WY - R R A
YL LA 50 A 2 S T AT AR A R AE e G w1 A A0 R G T M VT A (B IS 1), I B AT AR 3 3, T AR
220N JE n] LR I A R 3R B HE A X 1 B e MR U U, 2 AU T A BN VA RO AT I I e T AT
JLHE 7 17 38 FH 350 23V AR AE, B AR X S0 35 I AN RE T 43 S B AL AT ArT DT k.

D] e, AR SCAE DA R T B R T 22 R, B GG T AR 10 2 GE3E, 51N 2 BLA I EE R 361 LU 5 AR A
Vi) ) 7 R A AT T — 43 A, AT RS A5 B A 0 B = 2 ) 2 5 T i S A D A S R W Al e A 3 5K

Hy: WIFEAR S AT L 26 57

TR Ho B, MIARSE A Q)T B4 10 7 Gtk B N /N 0] 58 BAS TE o IRYE BT I0 2 1 A 2
RAMRATEE B E Ho MWrE 0T 82 ARB W 5 0000 B2 AS B8 4E 9 FEAS YRS Byt e ik, e 2 gk — 25
Wit HEERE.
22 ERMER A IE

ESCERIR I i GETE R BE A 6 ST BEAS RONL 28 22 ST v (0 AR B AE SE RS BT LT SRR AE 2 M R
S AR X BUE S 7] 20 FA 515 7 G808 10 25082, 314 W] REAS BUAS ) 0 B B0 40 5 4518 70 2RI R R R BT 95 7
T (1) DX TR HCf e (B IX TR R 20 AN R (2) DX TRIEAS [R). 2 X (3) w40, 2 R R i B 8 H A e e (w40, IX
(B 25CFH [ FH S 22 TR A A — — 0 Y 96 R IR e, 43 SR AN [R) R ] Bl 1 PR SRR T e v A 56 7 Y W, v T
T 5 25 A AR B W AE DX TR) i 40 o N 35 0 B 5 0 ) 1k A S SR 3T 0 A I BE AL X (/) R 43, F 3R 7] B
F S e T B T3 1, LAYl AN 8] 10 X 1) 1) 43 T 920k 285 SR i s ARG R

ot X ) s o, LX) a4 AN i) 4 i 0,45 9 EEE — 52 (BE v), 7 R i 23036 A LA A 24 AR 485 )
VI g5 AT RE A 22

HE 1. ?}Iii’e%ﬁww:%zl.

295 2. SN BBIFEAR, 1< T<S 3 H R 2(0+1)/5.

AR LA b 24 3 IX TR K1 43 75 70 BEATL IR B il FAS 5 45 SRR S A R AN R 4 A1) T, 55 & T X Ta) JF 33
BENLIR 7 T KM X AL E A R, B 28 6 2 4% . e b m 73 H DL BE LR 40 I 2 1 X 1) A i R ok ARk
Divide Interval 7% 2 fe /ME AR RAE 4> ) 24 min A1 max.

Algorithm Divide Interval(v).

Generate random numbers aj,...,a, in (min,max);
ap=min; a,;=max;
flag=TRUE,
while (flag)
flag=FALSE; count=0;
for C=1 to v+1 and R=1to 2
Compute ngc, ng and ne in every interval (ac_j,ac);
Tre=ngncl/n;
for C=1 to v+1 and R=1to 2
if (Tre<1)
Merge (ac_1,ac) and Trce with the previous or next interval,
flag=TRUE; break;
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else
if (1S Tpe<5)
++count,
if (count=2(v+1)/5)
Select smallest Tgc;
Merge (ac_1,ac) and Trc with the previous or next interval;
flag=TRUE; break;
if (flag)
Selete the largest Txc;
Generate random number a in (ac_y,ac);
Splite (ac_1,ac) into (ac_1,a) and (a,ac);
Remark ay,...,a,;
N 55k Divide _Interval, DX 18] (1) 35 28 5 53 75 15 42 B LA PR 10 A50H0CHE SRR HE ity b 1) 435 D BE 2340 1 s
0. BRIV P2 A AL 53 A 25 AL X T0) Rl 73 50 M A 2 H A DX ) 5 T2 A5 R T A 45 DX ) Jall 2 AN 1) A, L
el v) LUTEINAS 2 L Hh 2 I 23 A0 1) 22 e i 00 4 18] 1 BT eDonkey FSCRT ) 4% i A4 8 3 P HR SCH
WU 5 A 15 0 1 7 vt 5k ] RO SRR WA SC SR 3 1, e B S) eI 1 m LU H o e dat B4 (AR [) (B A
$VE Divide Interval J5, 7 e v1HE 5 10 B g T34 I IT, T 5548 e 5 EL R H) Divide Interval W3E/NMR %5 7
ARy RAS ISR 3.62%(3.78E+08/1.05E+10).

2.5x10°
—=—Not use Divide_Interval
2.0x10° —< Use Divide_Interval

.Ox b

1.5x10° ]

1.0x10°

2 *-statistic

5.0x10* 1

1 2 3 4 5 6 7 8 9 10
Times
Fig.1 Contrast between y’-statistic results before and after using Divide_Interval
1 AEHISE Divide Interval B JG W 7 G013 0 H

Xof 1 DX TR BOAS [R] B9 1) 8, A SCH e AN R BE (U0 m=5,v=5,10,20,30,40), % A6 56 4 i 45 TR FH 43 55 7 Uk vk

2R DL B W R U7 %2, T HE S H N P AT N REAE ) 5 5V Determine_Characteristic. % Vote I T
BRI 45 R B PR AL,
_la /?./2 < Zj: (V)

Vote Z,V,(Z = )
(l ) {1, Otherwise

W 52 5590 Determine_Characteristic T faji& 40 F
Algorithm Determine Characteristic().
for i=1to m
for j=1to ¢
Divide Interval(v,);

Compute ;(Uz according to formula (2);
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result+=Vote( y} /It,v;,Q);

A result<O, P9 73 A W) G s 15 W ATk I J5 53 A A7 A0 22 5, W 8 T AR Dby B SC AT 4 SRR AE.
23 TABEREETEEAZE

B b3 T A g 0 5 I 808 AT DA 00 2 T 5 A S P 8 SR AR AT R AH S, AT R4 A i L)
AT RRFAIE X T 08 4 R AR S R R0 82, A 10— 2D 4R L VP AN X SR AR AT X 2 R ) TV

AT AR 02 25 5 5 RIAZAT A 00 JS A WO A 25 18] o 18 4 AT 22 5 R JEE 2 0 AT 22 iR A AT AR R R AR 1) Wt 25
TR . i 7 Gevh M T G, A8 B0 A 22 U 35 2 BT R DR B, BT LS 2 ST v R R A A R v
HAER 27 GevH A AE b R A 1) T D (1 AE R T2 B T30 i RS T, 7 vl o (0 /N B - 1 e
(K1, B E BB, et b B DR, AT 5 B8 T A RIS I, 7 T A it A S WA 0 A () 45 2
DR bk, 25 B e AN [ 1 6 RE T (0 7 e Beadb AT 389 4k, B ml 4 P 380 4k 45 SR o 7 BT 0 3 R E PR b

SCHRI16EE UK 7 (5 A B2 LA g e bn vl AR 1M 7 et i KA Rt T A e g k),
U 2 vy B 5 T BB 2 T s (O B8 0 3 7 el i, I BB 22 61 i 5 1 kB LU AR, e T 808 ok (B 1 SCiR[15)).
DRI, 255 P b 8 0 o2 S AT 380 4, I 25 1 by S PO 8 K, e B i oy BT AR /0, L Al 2 e S i 1 e ) R
H BE 85 (5 KBRS - S5/ B BH O3 RS0 W 4, AN BB BAR 4 (1 S AR A i R BGE 1T SO 1K) AR B o,
A FHAZ BAR FE R (0 27 BTl 50 A 5o GE AT 384k, ) FL 8 R 5 A T ) el B8, B 2 o = A R TR X 2
DA 20 236 AN B 1 el B PR B T T HA S S 2% B I T AR S/ A fs B

6

P

5

4

/f/ %ZZ—Stat o
, ——y/freedom |
/ A Zz/quantile

S~ o o

7 -statistic
W

2 4 6 8 10 12 14 16 18 20
Freedom degree

Fig.2 Relationship between y*-statistic and freedom degree

B2 gl A diEeRims

MR LA b2, A 22 1 B SR (07 e BRI 500 (00 i 45 52 OB B AT D R S5t 5 R JE (8 BS
(behavior significance), ]l BS by > G i1 5 4l 5 B A5 FE o B (I F 430 A 5 34040 I 1R 1 34 48
BS = 1 & x~statistic freedom
M ficedom=v, quantileﬁeedom
Ferbm S ES 2.2 TR 0 B B REAS B b 30— 2D T R DX IR R 4 e e SR s, R I 2 G R 2 K
NS 2.2 W59k Divide Interval VF51 7 Givh 5 B V- ¥ {45 Mk % T 05 2% 1 579% Determine_Characteristic
ST IR T A R B AT D SRR AE R 8 e BS B, 2 WHAZAT S 00 23 A0 72 e B A S, 00 B8 46 D AT A R A 1)
PR O b, SRR A A ) AR I B AT A B A i 22l B 2.2 Tl SR A 555 Divide_Interval
Je 7 AR AR SE S BS (VTSR350 52 , AN B R A () 35 AT DR DK IR 8, m AR by 545 VP A Bl LA O e i i
&R b .
LELT AN A AR IS BT E 8, 0K BS T STRIN Determine_Characteristic W 45 14 N AT 9 HRAE i 2%

, significance-level = a 4)
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FEEEVPAl 7% ABSA:
Algorithm ABSA().
for i=1tom
for j=1to ¢
Divide Interval(v;);
Compute ;(UZ according to formula (1);
K=
BS= ;(I.z Nt x quantile, )
result+=Vote( ;(iz v, Q);
BS/=m;
A result<0,9U FEANGEAE D UM SCHIAT 4 A0 75 U, 0 2w A DAy ik, BS AR BRIV DA 5 AIE AR AR S 2 35 RE 2, BS {HB
RAT H R E ] .

3 KBERSHMH

3.1 ABSAKERRMED

AT DL H BTN B PR ———eMule/eDonkey(FE 32/ FL 5, LL T Z5FR eDonkey) 9 i, ] ABSA J5 ik
3 AT L U AT A A I % AT R T 22 S R B R I ABSA 7V I A B 5 UE A

SEUS Trace KA H 2008 4 08 A 20 H 15:00~16:00,7T. #5448 & P4 73 CERNET E 5 31 i 2 1a), 45 4R
SCKJE PR b Trace 1.1 T8 38 75 5 H KO0 T ZEARAIE TP 38 50 Bk 1) L il 75 18 S 6 AN SR 4R T 4 R4 4 1/8 TP
H Bk R 45 90 Y BT HUE A2 TR TP 4R ST 2. B AR SR & Btk 10 (092 T R 3 38017 0 A O 5088 (R 52 5
[ B B A2 B M 1T Trace 20 BT ABSA J5 35 00 I 1, 110 AN J2 A 57T 552 o 190 486 B0 AU R AT A 4 A1 F75 450, AN 2 353 1) LA
T 3 M PR A M. eDonkey 8 VR B PR R S 17-filter! R P U AR 2008-12-18 4. Trace 1 F s 44475 ¥00 FH H:
1 eDonkey 19 & 17 &t W3 1.

Table 1 General description of Trace 1
Fz 1 Trace | DA

TRACE Number of IPs Number of flows Number of pkts Number of bytes
ALL 4.15E+5 6.31E+6 1.94E+8 1.15E+11
eDonkey 7.23E+4 1.05E+6 9.69E+7 6.26E+10

3 T 1Bk eDonkey A< AT A5 B4 44 S ARAT Ry (52 L SE36 BT X EEREAS Sl Trace 1 HI BT & M
% eDonkey ¥t 2 BT 4% 8 43, Bk A Trace Non_eDonkey. LA 4347 4 W & g 61, 3 Ff ABSA 7515, B m=5,1v=5,10,20,30,
40,0=0.05,% BS THE M W% 2.

Table 2 BS value of some behavior metrics

T2 HROAT AR A R AR

Metrics BS Metrics BS Metrics BS Metrics BS
TCPflags 2.1E+5 pkts 5.3E+4 pps 2.9E+3 pkts_ratio 1.6E+3
pkt size 9.0E+4 duration 1.1E+4 pkt size ratio 1.7E+3 head_size 5.1E+2

bytes 6.5E+4 Bps 3.1E+3 bytes_ratio 1.6E+3 — —

BAR ABSA ML R ME 2 FPIT/RIY eDonkey Ph AT A2 BRI RAT N 43 A &0 22 57 (0 B 3E 2
JEMZER K. R 2 7] LR 1, TCP AR fir . 3K BE RN RS M JE (U0 bytes,pkts,duration) ] BS 5 5 K, it
(pps,Bps) TR ] 5 25 LA L 3RS o 3 K JE W S head _size(IP+TCP/UDP 1 30) ) BS {4/ ot b &5 3, 3%
ATEA 2 rp— AN E, 1 21 43 BT 93 A R0 22 S 175 O LA R T G Jis BT, AT 565 B ABS AL J7 325 19 2] W 0 BS (B 7T LA HE A
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H i w47 S B oy A ) 2 S 4 Ol e TCPflags W4T 2 22 7 Mk 7R SCHR[ 18] 20 I BE head _size,Bps,bytes 1T
P RE A 2% 8] R R R 26 93 A1 il 28 (probability distributionfunction, & #% PDF) 1 & 3~ 5 Fiox.

5 70 = 35 5 60

oS 60 < 30 S 50

E o —a-IP £ s —a-1P E —a—IP

e —»—eDonkey e ——eDonkey g 40, ——eDonkey

E 40 z 20 2 30l

=} o =}

= 30 = 15 =

[ Gy “ 204

=] 20 =} ]0 =]

[5) o & 10

g k%m g g

5 0 5 0 5 0

e Y g e

3 30 40 50 60 70 S 10 10° 10° " 2 10" 100 10° 10”7 10

Size of packet head Bps of flow bytes of flow
Fig.3 PDF of average packet Fig.4 PDF of average Fig.5 PDF of average

head size of flow Bps of flow bytes of flow

K3 PR AR K PDF 4 CPFHRANER AT PDF K5 CFIE N1 8 PDF

Wi 3 Jro,eDonkey A1 IP S A & 1R KA FE 20 A0 T 2 AL, 72 5 R AR IR T 28 5l 40~52 F5 4b.
T 28 T4 At TP+UDP 3k (1 S B B 40 715 ~52 15 & TP+TCP Sk (1 g 8K B FRATTHEN, i BK head _size
Ir A 25 5 0 B R R 2 eDonkey WU W 4% S A it 5 2 M T T UDP WS Rk JE— 25 X 49 SR AN 7 1 4
Z W head size i) BS 1573 5124 0.7(UDP)RI 1.7(TCP). 35 5% 45 W35 36 W, 76 B A5 B 0=0.05 7T, i2 0 5 7 i 4
AR (0 4 A G 22 e BV 25 08 T AR 2 W L5, W) head _size ASREAE A eDonkey T FIAT A FEAE.

B 4 ] LUE H 6T B2 ,eDonkey AT A 43 A JEALL T TP S0 A4 300, 3 A 22 7 e AN I ik S v
R (Bps<500) T & bbb B A4 TP 32D (23%:48%), i S (H G 5 T TP B EH DL(Z1 N 1.39 %),

5 & eDonkey PRI PR TP i A3 A 17 200 & PDF, vf LUE HY W 20 A1 22 5 2 35 b J i (byte< 1K)
ST 7 LG TP SRR AR R 29 4 90%, 1Ml eDonkey BHSCHLAFE 4 2% ] HH Lk 30%,eDonkey (¥ 39K 2 8 2 K B4k
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I3 A, B D IR AE eDonkey Hi(20%, 4 25 J7 4%) AN AL LU LS % 1) W0 46 J A i 2 20 A T 3 S 11

Table 3  BS value vs. application sample size ratio (Tracel)
R3 BREASCR LT WAL BS {ELIK Wi (Tracel)

Flow percentage

Metrics

1% 5% 10% 25% 50% 80%
pkt_size 1.1E+5 8.7E+4 8.9E+4 8.8E+4 9.2E+4 7.1E+4
bytes 5.7E+4 6.3E+4 6.3E+4 6.3E+4 6.4E+4 5.5E+4
Bps 3.9E+3 3.2E+3 3.4E+3 3.1E+3 3.1E+3 4.7E+3
head size 4.5E+2 5.2E+2 4.9E+2 5.0E+2 5.1E+2 4.6E+2

X A% B0, AT 1458 FH 5 Trace 1 B[R] AH AR A4 43 — Trace X FE A #0347 1 78 (AR 4 Trace 2, R4 I [A] 4 Trace 1
ZJa ) 1 /NI 16:00~17:00).4" 78 ), Trace (1] BS T4 R UK 4.5 3% 3 MIH,E IR eDonkey B S EL LIS h
1%, (E P A 2 B ASBCRE B N5 (20 12 3 4%), DU T 2 20 A1 i 22 98/ D FE BS BT RFF A . TR BE AT 40,36 4 v
BS {HAE DM SR B LA 2 80% b Im] 5 75 52 1) J AL

Table 4 BS value vs. application sample size ratio (Trace 1+Trace2)
R4 N BOREA SR LE GBI AT AL BS (¥ 50 (Trace 1+Trace2)

Flow percentage

Metrics

1% 5% 10% 25% 50% 80%
pkt_size 8.8E+4 8.8E+4 8.9E+4 8.9E+4 8.8E+4 8.7E+4
bytes 6.7E+4 6.7E+4 6.5E+4 6.5E+4 6.4E+4 6.7E+4
Bps 3.3E+3 3.2E+3 3.2E+3 3.1E+3 3.3E+3 2.9E+3
head_size 4.9E+2 5.1E+2 5.0E+2 5.1E+2 5.2E+2 5.3E+2

A g, R A B AL LA P AT O (R S B 2 A AN 7 2B A 22, ABS A 7 K 20 # &5 R % P A
R RS TR] A TG 5. PRI, 552 s 9 296 U B R R e g 0 W e A T 1 4 3096 A2 4 23 M B 8L ARV R AR B SR i e A
S8 AR SE B PR 5T 1R P IS ) B B
3.3 ABSAZERMSGR A AR
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FSEARTRI AR 75 246 Trace AN )5 E — DX Sl S K LB A T 1) FCBF 4 AL XE £ 5EVA R 0 ABSA, HAX
] Lt 3 HX A5 W I Hh BS AR f8 K IF) S ANRFAIE I 13 41 1 Bayes 732 J7 vk (10 4 N 5 4 5 .FCBF IAREAE T 2L HE 7
I 12 A7 F1 ABSA T (FR5 HE U 3 45 £ 0F LG W3R SCI 3 48 EL A2 SCiik 2 L SCHR[19)).

Table 5 Comparison of metric selection results between FCBF and ABSA
&5 FCBF Al ABSA J5 i I Bk £ 45 R LU EL

FCBF ABSA FCBF ABSA
Server port Server port var_data_wire_b a var_data_wire_b a
pushed_data_pkts_b a pushed_data_pkts_b a min_segm_size_a b throughput b a
initial_window-bytes a b ql data ip RTT samples a b RTT samples a b
initial_window-bytes b a idletime_max b a pushed data pkts a b pushed data pkts a b
avg_segm_size_b a avg_segm_size_b a - Time_spent_in_bulk
med_data_ip_a b q3 data ip ab — med IAT b a
actual_data_pkts_a b actual_data_pkts_a b - -

I 5 h ABSA T U B2 45 45 J , SCHR[ 5170 9T 348 1) 12 VR 7 VA HERf %< L3 6.

HI3% 6 W LU KM ABSA J5 i3 AR U0 HER 3 a1 T Jst FCBF J5 3% i 49 (0 45 R R 002 T 8o >
A% 2531 (B P2P, Interactive), Efff 22 5 i 5 0 W] A IX R WY, ABS A J7 72 J 306 % 14 B DU 0 00 2w LA S A s A
LA (KA FEAT O 22 5, O BBAT U5 1% B 22 SRV T /N ARSI, AT S 182 T B S0 IRl g i B A3k B 22 73 2R A
A JEL 3 i SO T R
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Table 6 Comparison of accuracy after using FCBF and ABSA
%= 6 [N FCBF Rl ABSA 5115 MU0 HERf 2 Lh i
Accuracy (%) Accuracy (%) Accuracy (%)
Category —%CRF  ABSA Category FCBF____ABSA Category FACF___ ABSA
BULK 82.25 88.38 ATTACK 13.46 34.01 INTERACTIVE 0 38.18
WWWwW 99.27 99.20 DATABASE 86.91 97.65 GAMES 0 50.00
MAIL 94.78 94.80 MULTIMEDIA 80.75 96.97 — —
P2P 36.45 64.17 SERVICES 63.68 84.79 Total 96.29 98.15
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TR T SR ABSA J7 ik EARIE T NetFlow 55 M i #s R AR U 10 356, AR M 38 R iz 7 1 10 S IR A
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WU LS B ARAY SE /N AT Ay 23 A1 22 S5 14 5 00, LA B T % o7 5 01 ABSA 7 125 (1) 56
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LB @n R AR5 3 A1 2 5 AR /N B 7 B AR /I FLISU3 A1 28 57K AR A 0 B . O

6 FTaR AHIFELE 1710 51T pkes I EEFEHIAE T/ TRACE eDonkey Fl TRACE Non_eDonkey 9 )4 #i
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Fig.6 Comparison between distribution difference of metric pkts before and after packet samping
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Table 7 BS value of some behavior metrics after packet sampling

RT WA AR ALAE SR SCRIAE AT I BS (A

. Sampling rate . Sampling rate
Metries 1710 1/100 1/1000 Metries 1710 1/100 171000
TCPflags 4.3E+4 9.3E+3 1.8E+3 pps 7.7E+2 3.2E+2 31.4
pkt size 1.2E+4 1.9E+3 2.3E+2 pkt _size ratio 7.6E+2 2.4E+2 30.2
bytes 8.7E+3 1.3E+3 1.8E+2 bytes ratio 7.6E+2 2.1E+2 26.1
pkts 6.3E+3 6.3E+2 1.3E+2 pkts_ratio 4.4E+2 14.3 12.7
duration 7.9E+2 5.4E+2 44.8 head_size 1.5E+2 5.0 1.1
Bps 7.7E+2 3.5E+2 38.5 — — — -




2864 Journal of Software #4334k Vol.21, No.11, November 2010

5 FRMT—HMIE

T, 2 AT 0 009 190 208 37 5 2 PR DI IR0 5 32k A B AAORS 52 mORE B 75 T8 AN 2104 N\ i IO ROR, Hk = 38
PR, 2 Ji DR Bt 22 o) 25 I FH P B3CAT A R AL PR DA UL DR 0 A SR L Tl A B AT A 00 R 2 7 A Ry Y %
S M SRR AT A HREALE, 2 AT A AT 1 S 25 52 3 R AT VA ) 7 i —— ABS AL 5 ¥ AU U 3 18 o 1K) 7
S8 VIR 50y B, A6 P 1 A 3 A1 (0 DX TR BE ALY 40 03 R s VR ARAIE 7 6 Vo e s A P 22 10 o R T 4
VT 77 3T R 1 R A AN 5 P R A KT TR A% 11 e B AR S T s 2 B AT I 4, T R
B IR P KR A 2 S P AN R, CRAE S 1 R SR 7 GV R T A — B0, AT T A Ay o A A
AT W FE 53 A 22 5 REFE BIRR e SC IR R I 01 T ABSA J7VEAE AR SCHIE IR S5 N A 3 A 4.

PR 70 M K S 36 45 SR AR W0 B AT D0 DU JEEAE W DI A7 AE 7 A 22 5 ABS A 5 325wl EAf I ELAE S DL (K9 AT
R, AR A 10 22 S A7 D0 BRI VP A5 12 AT A 10 S 2 R B NI by 2 RO iR i T R SRR A
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