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Research on discovering multi-step attack patterns 
based on clustering IDS alert sequences 
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(1. Computer Network Technology Key Laboratory of Jiangsu Province, School of Computer Science and Engineering,  

Southeast University, Nanjing 210096, China; 2. College of Information, Shanghai Ocean University, Shanghai 201306, China) 

Abstract: A method of discovering multi-step attack patterns from alert data was studied. Alert similarity function was 

defined to construct the set of attack activity sequences. Sequence alignment technology was used to cluster the similar 

attack activity sequences. Multi-step attack patterns in a cluster were automatically discovered by the longest common 

subsequence extraction algorithm based on the idea of dynamic programming. The proposed method didn’t depend on 

large amounts of prior knowledge. Few configuration parameters were needed and it was easy to implement. Experimen-

tal results demonstrate the effectiveness of proposed method. 
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�� 1  ^�®Ý1I IDSÆ­�^� a7B

mde(p1,p2,f,pm)Çg�pk(1hkhm)� a�è kM

+¶�Qi AD={a1,a2,f,a|AD|}�^�8��'��

ai(1hih|AD|)Çgè i M^�1O AD ��^�j

'Æ­��¬��kÝ�ÉJ:�®Ýl�^�®

Ý�i� AS=<a1,a2,f,a|AS|>�m� ai.timehaj.time 

(1hihjh|AS|)1 

�� 2  $%A=®Ý1$%A=®Ý(â£
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AT=<a1,a2,f,an>�'�� ia (1hihn)Çgè iM^

��m� ai.timehaj.time (1hi<jhn)1 
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sub 1 sub 2
1 2

max{ | ( , ) ( , )}
( , )

32

n h n ip h n ip
sim ip ip

=
=  

( , ) ( , ) ( , ),  . .t ipsim a b f a b f a b a time b time= + �  (3) 

'��a�b�sY
©�^��∆t�|a.time−b.time|�

tmin� tmax( 2M
©��	�hsub(i,ip)Çgb ip/

0�Ù it1r(a.type,b.type)� 2Û^�ß�ö¬�
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�� 1 
input: raw alert dataset AD={a1,a2,f,a|AD|} and 

the threshold α; 

output: alert sequences set ATS; 

ATS=Ø; transform AD into alert sequence AS us-

ing alert timestamp; 

for (each alert ai in AS) { 

Stmp1=0; Stmp2=0; k=0; 

for (j=0;jh|AST|;j++){ 

Stmp2=max{sim(ai,bm)| bm∈ATj} /*�� aiþ ATj

�}µ�*/ 

if (Stmp1hStmp2){ k=j; Stmp1=Stmp2; } 

} 

if (Stmp1vα) { add ai to the end of ATk; } else { 

create a new attack seqence ATnew; 

add ai to ATnew; 

ATS= ATS ∪ { ATnew }; 

} 

} 

return ATS 
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iM�è jMdx(1hih|AT1|,1hjh|AT2|)�s(i,j)Çg

O®Ý AT1�n idx���®Ý AT2�n jMdx
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( 1, ) ,  1  0
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1 2

del ins 1 2

del

ins

0,                [ ] [ ]
( , )
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( , ) min{ ( 1, ) ,  
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AT i AT j
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��6(5)�Ó$%A=®Ý AT1� AT2�ST

!]� dist(AT1,AT2)=s(|AT1|,|AT2|)1 

2) Þß�z 

�;��LãÞß��¬���}_�Ø�

I©�ÂÚ±BLÛwx��Üv3�Þß�z1

�z{|�u1 

�� 2 

input: ATS, σ; 

output: cset, the set of clusters after clustering; 

cset = Ø; 

for (each ATi∈ATS) { 
find cluster ci, which satisfied ci= arg min

jc  

( , )dist i jf AT c , cj∈cset; 

if (fdist(ATi,ci) <=σ) { ci=ci ∪ {ATi}; } else { 

create a new cluster cnew; 

cnew= cnew ∪ {ATi}; 

cset=cset ∪ cnew;  
} 

} 

return cset 

'��fdist(ATi,ci)p����	(®Ý ATiþß ci�
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�1É8�zþÚ5[16]X��~�8am�´

�X�ª�Â�z(O/MghìX`U�^�

��LM�T�����'YkXÜ�O^��

��gh}µ$%���^�®Ý��Þß�8

�¸=23�Ä^�®Ý�É���/0$%�

��561 
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ÂÚ±B�®Ý8�ðYZ[(®Ý�Ëz

EÞß�23/0$%56�8u�ðYZ[(®

Ý�}_��8a�ðYZ[(®Ý��z1 

�� 5  (®Ý1~Ü
©�®Ý S1=<a1, a2,f, 

am>� S2=<b1,b2,f,bn>��å S2�Xu� i1<i2<f
<im�A� aj=

jib (1hjhm)�Ól S1( S2�(®Ý�

i� S1 sp S21 

�� 6  ðYZ[(®Ý1�å®Ý S ª�m
� S sp S1� S sp S2�Ól S � S1� S2�Z[(®

Ý�i� S cp (S1,S2)1�å S ′ cp (S1,S2)����X

'��Z[(®Ý�Y�!Ü S ′
�Y��Ól S ′

� S1� S2�ðYZ[(®ÝrLCS, longest common 

subsequences1 

�®Ý X� Y� LCS�ð��Ëz(��z�

Î'�¬-.�� O(2min(|X|,|Y|))�-.¨ LCSBCg

hð (äJ¶¡

[17]
�õBú¶¡7B=VÒ'�

WXI�È� LCS�hç�z�A�z-.�¢�

O(|X||Y|)1�z 3(�ß c� LCS��z{|�'

��p� fLCS(X,Y)Çg� X� Y� LCS1 

�� 3 

input: an attack activity sequence cluster c; 

output: the LCS of attack activity sequence clus-

ter c; 

TC= c; 

while ( |TC|>1 ){ /*ß TC��dxM�!Ü 1*/ 

∀ X, Y ∈TC let S=fLCS(X,Y);  

remove X and Y from TC; 

insert S into TC; 

} 

return TC 
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4.1  �� DARPA 2000��
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DARPA 2000 ��8[18]
(£ MIT £¤vÑ¥¦

K�mnð§¨�$%��\©��8�gh�ª�

ùÇ¶1��8�� 2 M/0$%����#��

LLDOS1.0 � LLDOS2.0.21vÑ��ÂÚAB Peng 

NingD[19]
õBRealSecure:op\UqXLLDOS1.0

´Æ­�^����[ 1 813«1Ç 1�^���?

¬­®�ñ�mtÜn 5�^�ß�#¯ab1 

� 1  LLDOS1.0������ 5���	
�� 

�� 

��� ��  !/% 

1 Email_Ehlo 724 57.41 

2 TelnetTerminaltype 161 12.77 

3 Email_Almail_Overflow 78 6.19 

4 FTP_Pass 73 5.79 

5 FTP_User 73 5.79 

 
XV^����Á"´[�¨ 944M$%A=

®Ý1�Ä®Ý���!�Y�� 1�®Ýr�°

æ^��×v�X!�±²^�

[20]
s���Y�� 1

�®Ýñ[�¨ 195M$%A=®Ý1~�Ä$%

A=®Ý��Þß��b/0$%56ñ[�¨ 6

M®Ý56��Ç 2Ég1 

� 2 LLDOS1.0�
������ 

�� �
�� 

1 <FTP_User,FTP_Pass,FTP_Syst> 

2 <TelnetTerminaltype,TelnetEnvAll,TelnetXdisplay> 

3 <Email_Ehlo,TelnetTerminaltype> 

4 <Email_Ehlo,Email_Debug> 

5 < Email_Ehlo,TelnetTerminaltype> 

6 <Sadmind_Ping,Admind,Sadmind_Amslverify_Overflow, 
Admind,Rsh,Mstream_Zombie> 

 
��RealSecure�ÒÓ°æÚ³8a\©��

8�{|Ú³�23 1¨ 5´®Ý�+Ü4@��

56�F 6´®Ý~
; LLDOS1.0�µ4�$%

0«�Îú®Ý/; 2M Admind^��ã;~


Üðñ$%0� Stream_DoS ^�1Æ­w�(

Admind ^�¶·¸��jhFº¹a¨ Sadmind

º»� RealSecure�ÅÆ­ú^�[20]
�v`´78

Ê¤ÔÕ RealSecureÒÓO�M^�¤¼½1F�

ã Stream_DoS ^��w�(ú^��¾/0(¿

À� IP/01�åO®Ý� 2M/­� Admind^

����ÓÂÚ23�/0$%56�Z 1Ég1

Z 1��/0$%56±BLÛÁ��4ÂÃAB

�h�yÄZ Çg�'��äÅÇg/M$%0

«��L0�äÅ��ÚÆÇg^��ß��FÇ

� 2MäÅ�h�ÈÇg; 2M$%0Ðñ2­�

÷�_U1 

 
" 1  LLDOS1.0#��������� 

4.2  ��Monster��
��� 

�ÑcËzXµv IDS^���´�7�¶�

ÂÚ±B;Monster 3.0Uq�
XCERNETÉÊË�

JÌ´ 1MÍ�^�iÎ��/0$%56#$�

��81'�[h 1 016 265«^��208Û^�ß

�1Ç 3��mtÜn 5�^�ß�#¯ab1 

� 3    Monster����� 5���	
�� 

�� 
��� ��  !/% 

1 WEB-MISC /cgi-bin/// access 426 152 41.93 

2 ATTACK-RESPONSES 403 Forbidden 265 057 26.08 

3 
ICMP Destination Unreachable 
(Communication with Destination Host is  
Administratively Prohibited) 

60 838 5.99 

4 WEB-MISC whisker HEAD with large datagram 36 591 3.60 

5 ICMP PING speedera 34 553 3.40 

 
E�Ä^����[�¨ 76 440 «$%A=®

Ý���Y�� 1�®Ýñ�[�¨ 11 941«$%

A=®Ý1Ê¤~�ÄA=®Ý�Þß��b

LCS�[�¨ 142M®Ý56�ÏÜÐÑ��Ò�

ÝÈÈ3;Ó�Ù� 5M®Ý56�KÇ 41 

� 4  ���
���������� 5������� 

�� �
�� 

1 <SCAN nmap fingerprint attempt,SCAN nmap XMAS,SCAN 
FIN,SCAN XMAS> 

2 <WEB-MISC adminlogin access,WEB-IIS cmd.exe access, 
WEB-MISC whisker HEAD with large datagram, WEB-MISC 
backup access,WEB-MISC server-info access> 

3 <INFO TELNET Bad Login,INFO FTP Bad login> 

4 <WEB-IIS cmd.exe access,WEB-IIS unicode directory tra-
versal attempt> 

5 <ICMP L3retriever Ping,WEB-FRONTPAGE shtml.dll access> 

                                 
� CERNET �������	
��
������


IDS� 
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I©¤/Ö8×©�Ø��gh�Üv3��23

à�/0$%56� Å1 

ðñ�-.¨ÂÚËzþ Zhitang LiDÚ�Ë

z,(ÁÜ��#$�
 23/0$%56��

�L0ÑcÂÚËz�hç¶�þ�À�Ëz��

;vÑ~R1vÑÛ±B´|� 2M\©��8�

QjÚ5[8]��Ø���IÕ�vÑäå�Z 3É

g1EZ�78ÙÈ�ÂÚËzX���/0$%

56�m8a��ü×Ó
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