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Research on discovering multi-step attack patterns
based on clustering IDS alert sequences
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Abstract: A method of discovering multi-step attack patterns from alert data was studied. Alert similarity function was
defined to construct the set of attack activity sequences. Sequence alignment technology was used to cluster the similar
attack activity sequences. Multi-step attack patterns in a cluster were automatically discovered by the longest common
subsequence extraction algorithm based on the idea of dynamic programming. The proposed method didn’t depend on
large amounts of prior knowledge. Few configuration parameters were needed and it was easy to implement. Experimen-
tal results demonstrate the effectiveness of proposed method.
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EX 1 EHRTH, % IDS P2 AEREHR a 7T H
m ICAL(p1pay s P TS, pr(1<k<m)H a (155 k A
J&YE, FHid AD={a,a0,* aup) ) WEWRELS, Hh,
a(1<i<IAD)EKIRHE i NMER ., B AD P& H%
SEP RIS T AT HES Y, TR B P B RR A
F, WA AS=<ay,axaus>, WAL aitime<ag.time
(I<i<j<IAS),

EX 2 Budiimah e, Balisshyaeds
— R Z B BEE TR VER T A, WA
AT=<ay,ap,",a,> HH, a (1<i<n)F£R P | ME&
i, WA antime<ag.time (1<i<j<n).

%2 0 B B T N (BRI 7 J@ P AR AR
WAERIHRR o ASCAESCHR(1 2] R B, 8 T 4R
[FJZERT R TP bk bR ARBLRE DL A S R ARABLRE 15
B (D) K@M B). HER IR AR
RARIPERS, A EAE T [ — Xk BdiiE& 30

I, Ar<t
fita,by=<(, . —AD)/t, . —t.) b, <At<t. . (1)
0, At=1
1, adst=b.src H a.src#bdst
max{r(atype,brype),sim(a.src,b.src)}, adst =bdst
(2)

f(ab) ={

max{nlh, (n,ip,)=h (n,ip,)}
32

sim(a,b) = f,(a,b) + f,,(a,b), atime < b.time 3)

Horfr, a F b AT R4 € HVEAR, At Ala.time—b.timel,
tnin FH max AT 2 DT B, o (i,ip) R 7R HL ip H
BEfY S i e r(atypeb.type) g 2 FVEARISTL Z 1] 1)
KA.

AR I R T s PR AL W) DA 8 1 4 v Ay
BB P AIE, FHA T
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input: raw alert dataset AD={a,,as,"**,aupi} and

sim(ip,,ip,) =

the threshold o

output: alert sequences set ATS;

ATS=@; transform AD into alert sequence AS us-
ing alert timestamp;

for (each alert g; in AS) {

Simp1=0; Symp2=0; k=0;

for (j=0,/ <<IAST;j++){

Sumpr=max {sim(a;bm)| bme AT} I*1HH. a; 5 AT;
FIARALLE */

if (Somp1 <Simp2) { k=J5 Simp1=Stmp2s }

}

if (Syp1=a) { add a; to the end of AT}; } else {

create a new attack seqence AT ey;

add a; to AT ew;

ATS=ATS U { ATpew };

}

}

return ATS
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del(e,l),rep(e, e’ D)}, v, ins(e,)K~4HNEAE,
RITEFHIEE [ A BRI e AV del(e, )RR
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25, WA dist(AT,AT)), FAE AT H1X4) 15

0,
dist(AT;, AT;) = min{C(0))| AT, > AT} ~ (4)
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K Bh 2 IR 1 AR a] T AR B 2 ) 1)
B W AT ATS[j150 BIZR R T 5 AT, RV AT, 156
i MR A TE RN <I<IAT,1<j<IATl), s(ij)E~
YEIF 5 AT, IR | TCE A NP5 AT, (FHT j AN T0 5
T A5 s MR, WA E(S):
0, i=0 Hj=0
o sG-LpH+w,, i=1Hj=0
SED= - =0 B =1 O
AUY)) i=1Hj=1

b, wae B wing 73 G MH BR AHE A BRAE AT
k(i) A fli )R EE LA (6):

.0, AT[i]= AT,[j]
k(i, j)= ) ,
wdel + Wins’ 14711[1:I * ATZ[.]]

[, j))=min{s@ -1, j)+w,,, (6)

S(i’j_1)+win5’ S(l_la.]_l)-’-k(la])}

WA (S), WEEGS)F4) AT F1 AT, RIEEE
K/INK dist(AT),ATy)=s(IAT,1,IAT3l).

2) BRREL
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input: ATS, o;

output: cset, the set of clusters after clustering;

cset =@,

for (each AT;e ATS) {

find cluster c¢;, which satisfied c¢;= arg mincj

fdist(AY;’Cj) » GE cser;

if (fuisl AT} i) <=0) { ci=c; U {AT}}; } else {
create a new cluster cpey;

Chew= Cnew U {AT}};

cset=cset'\U Cpew;

}

}

return cset
o, fusd AT c) AR BHE & 781 AT, 552K o
PP B ER B ) e /ME o SOV BEAC B L SOk 161
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R ESCHER16E R AR AT D A P 5, R E
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FI PR R BT SR 1) i e 91 2R 4 1) A SR I i 26
oo BT LASE S SCER 16170 AL BEXT % L A H I I
FAAEARTR], AREGER 2 A HA WA R B
VER —NEEREAT R3], JL53 SUAE T Rk 4R 4
P b BA A LB AT o B AR PP B B 47 582K, L
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ay>H1 Sy=<byi,by,+*by>, WIH Sy FFETHR di<ip<e+
<iy 15 a=b, (1<j<m), WFF § /2 S, {01 71T,
WH 8=, S

EX 6 mKALTFH. MAFS S [FIi
S S< S M S<. Sy, WFKS K S A S, AT
Fl, WA S <. (S1.852). WARS < (51,8, HALFE
HAb ) AIL 7 AR T S” K RE, IRR S
h Sy S, B A 37 P 41| (LCS, longest common
subsequence ),

SKFEF X R Y (1) LCS IR HA VL2 T3 281,
HILIT A AL 248 2 0™ ™), 2 [& 5] LCS [ 8LA
A7 I Gk R, A AT P Bh AR i
JARB TSR LCS A U5, IR R IR R
O(XIV). Bk 3 23K ¢ b LCS LA,
BRI fes(X RS X AT Y 1 LCS .

BHi£3

input: an attack activity sequence cluster c;

output: the LCS of attack activity sequence clus-
ter c;

TC=c;

while (ITCI>1){ /#28 TC T ITCHEANECR T 1%/

VX,Y e TC let S=fics(X,Y);

remove X and Y from TC;

insert S into 7C;

}

return 7C
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LLDOSI1.0 f1 LLDOS2.0.2. SEZHH, ASCf#H] Peng
Ning 25U ] RealSecure NMEA0 I 457 LLDOS1.0
A R, 61813 4. K1 WEREIEA
TUATHBIR B TR S IR EH I AT o

%1 LLDOS1.0 FE{R¥K BRI 5 HERER S

Fes AR H Lel/%
1 Email_Ehlo 724 57.41
2 TelnetTerminaltype 161 12.77
3 Email_Almail_Overflow 78 6.19
4 FTP_Pass 73 5.79
5 FTP_User 73 5.79

TE PG B Al A3 21 944 Nt iE sh
Fea. IXLEFEHIh AL A KRR 1 IFPA GX
WA P A S A A K R TR TOD, IR KRN 1
75 5 A9 2] 195 MEGHTE S T4 . X LBt
TN HHEAT SRR 2 P Mk AU 15 31 6
ANFPAIE, Wk 2 PR,

%2 LLDOS1.0 & B HFFFI#ER
2= L2l EN
<FTP_User,FTP_Pass,FTP_Syst>
<TelnetTerminaltype, TelnetEnvAll, TelnetXdisplay>

<Email_Ehlo,TelnetTerminaltype>
<Email_Ehlo,Email_Debug>
< Email_Ehlo,TelnetTerminaltype>

AN AW N =

<Sadmind_Ping,Admind,Sadmind_Amslverify_Overflow,
Admind,Rsh,Mstream_Zombie>

4% RealSecure LI 5 B SRS DA AR i
SRHHIA SR, &I 1 2 5 5P 5E T IERAT A
B, 1M 6 S PFIN N T LLDOS1.0 H1 I IE i Bt
IR, HIZJPHZ T 2 4 Admind 24, DT XN
T A B 1 Stream_DoS 4, =4 R K 2
Admind ERARE, N EAFW L E] Sadmind
JIR 451 RealSecure 34577 A% 24120, Szpr 1 n] A
TP & RealSecure FIUNKEIX AN EH L JE . 1Mk
/b Stream_DoS 2 1) i DR 12 1) Y5 k2 £
I TP M. RSS2 A2 AR Admind
MMER, WIASTR I 2 D BB 1 s
B 1) 2 28 BOh B R ] — R i 70 iz AT H

(KT ) e R ER, o IS R 2 AN Balib
Bepf 25, i PR SCT RSV ER A, s
B2 NG RNA AR T 2 DBt e e kB
KAFR R

Sadmind Ping
Sadmind Amslverify Overflow

Mstream Zombie

1 LLDOSI1.0 H RN 25 Bridi s

4.2 EF Monster FIEE RIS
HGAUE 7 VAR B2 IDS IR B L a4,
KK T Monster 3.0 %4:V7F CERNET VL 7545 %
FF 1A BERGLSRAE R 2 0 BUE B Z R 1
Hefde . Hoh 3t 1016 265 44417, 208 Fh4f 2k
. K3 NEHA TR S SR A Dl

3 Monster EREFB AT 5 WERLR LA

Py BRI Bom /%

1 WEB-MISC /cgi-bin/// access 426152 4193
2 ATTACK-RESPONSES 403 Forbidden 265057 26.08

ICMP Destination Unreachable
3 (Communication with Destination Host is 60 838 5.99
Administratively Prohibited)

4 'WEB-MISC whisker HEAD with large datagram 36 591 3.60
5 ICMP PING speedera 34 553 3.40

MIX SRR H i rh AT 2] 76 440 S5BEHE BT
G, MBRKEE R 1 )P, JL4330 11 941 50
TSP K I B B 3 A ) SR SRR B
LCS, 432 142 NMFsi, RTMiE, xR
G IR = 5 AT, WER 4.

R4 TRHRMHIVIRKRSHIE 5 M REFTIER

R It

1 <SCAN nmap fingerprint attempt,SCAN nmap XMAS,SCAN
FIN,SCAN XMAS>
2 <WEB-MISC adminlogin access, WEB-IIS cmd.exe access,

WEB-MISC whisker HEAD with large datagram, WEB-MISC
backup access, WEB-MISC server-info access>

<INFO TELNET Bad Login,INFO FTP Bad login>

4 <WEB-IIS cmd.exe access, WEB-IIS unicode directory tra-
versal attempt>
5 <ICMP L3retriever Ping, WEB-FRONTPAGE shtml.dll access>

(@ CERNET 4R bl [X [0 £ 00 T 1R 17 K HUASE A ()
IDS.
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WEB-MISC
adminlogin access
EB-IIS cmd.exe
access
CAN nmap fingerprint
attempt
XVSB-'T;I]IISC wgliker WEB-IIS :
SCAN nmap with farge @ agramlNF O TELNEL B cmd.exe access ICMP L 3retriever
XMAS Loui ad Ping
B-MISC backup oem
access v
INFO FTP Bad ‘WEB-FRONTPAGE
WEB-MISC login Y shtml dll access
server-info access ) WEB-IIS unicode
directory traversal attempt
(1 2) 3) 4) (5)
&2 Monster H#i 4 KB 2 4 Btk s
100
- . ;
140} Zhltang‘Ll Zhitang Li
L] A&k Aok
120} 80 F
g
ﬁ 100+ .
ko) ’%r 60 F
80} / %
= g
& 60F R4}
bl X
7
. / 7
&R 20 ¢
=S
= 20} % /
0 e M— 0 // /%
Monster DARPA2000 Monster DARPA2000
WRBIRS W AKAR SR

(a) P2 P BT

(b) AR %

K3 ASCJ5ikS Zhitang Li J5ik i sEE6 R}t

P31 o 7 Beti 2 A 2 R 1 204 o
A4 81 2 2 LA Al O Web iz 55 & 14T
MNRINZAR R, AP 51 X N R B B At
AL — PRI o TX L7 51 FFonS N AR B 5
AT 2 2o

MBS AR T A, AT v RE
5 B M VU B AR e v 1 22 D Bt iy Tl
R IRSARAZ A AT AT B K A FE 7 HIE K,
PR AR SC T3 AN i 28 o 5 4 5 B2 4% R SR I KL U A
BOEM ZAELIE N SEL B 5 Tl aE A
Bt 2 0 B X i

Ja, HIBBIAT A Zhitang Li 55 A7
TEHS I T B Z I BRI 2 L B, b
B D RAEASOIE AT, S A ikt Ar
TSGR, SEIRATER A R 2 DI E 4R
I HESCRRI81F IS O AT VL, SR g RN 3 Br

7o MR LA Y, ASSCBAE RN 2 0 B
AR AR AR s 5 4 5 S R AT I3

5 #HRIE

ARSI 2 20 BrdiAT 0 BAT P RFAIE, LK
BBl D R T BAT R E RN i, 3R T —F
FI AR P51 558 A 3 )\ IDS K B v 2 48
BBy Jridi s SO TR Z T ARAURE A
TR IR T BRSPS . FRARR
WS rat 1< 2 ) VA = RPN E S R R P TR T
Je T T AR A T A FERL R (R SGIBO, (B AN 22
Mo B 2 X LU E IO 24 L H i R 2 D A
AR UIHEMLE, TRk T, SCvEE .
S A0 DR Bt SR AN S B R Y IDS 43 £k
P e EREATIAORSE:, Dok S FAh VA K se s b
B, Bl 1A R
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