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Fig. 1 State machine of incident response life-cycle
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Fig. 2 Management model in incident response life-cycle
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Fig. 3 System architecture
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Abstract: Based on the existing security incident response working scheme, a novel incident response
management model is proposed in the paper, which is based on the concept of alert lifecircle. An
implementation structure of this new model is also given. The system can manage and control the incident
response process according to its current state in its life-circle, and adjust the response actions as the
environment changes. This model can provide an efficient response management and is beneficial to the
implementation of automatic response as well.
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