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A distributed algorithm to construct a certificate path in the reverse direction
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Abstract: Certificate verification is akey component in implementation of PKI. And according to the PKIX, it includes two stepsto

verify a certificate: certificate path construction and certificate path verification. But the PKIX makes silence on certificate path

construction and there are very little existing literatures that discuss this issue. So this paper proposes a distributed algorithm in the

reverse direction to construct a certificate path.
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REQ: #&, fril—AMERIIL;

ACK: W&, ARG

ACK_ERR: i, FRil—MRICEE KR ACK;

ACK_SUC: i, Fril—MRISCEE I ACK;

CAcert : A CA HJiE1;

begin (*#:52 — MR P<t,<h,b>>, P 3k {41 X*)
if t=REQ
begin (¥ P fil#7 A <t,<<<n,ID>TTL>,cert>>*)

forall g€ Q do if P<n,ID>=g<n,ID> then exit;
if cert MR # 54 CA ILAC then

(* RIEH L<ACK,<ACK_SUC,<<n,ID>,CAcert>>>% X*)

else begin

(Wt MK q1=<REQ,<<<n,|ID>TTL-1> cert>>)

if TTL-1=1then
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(* RIEW L <ACK,<ACK_ERR,<n,ID>>>4} X*)

else
begin
if C h%% then
(* RiEH L<ACK,<ACK_ERR,<n,|D>>>%5 X*)
else
begin
(FR<XPEA Qs FERAG MMIES i)
(*BUE—A> Si*)
forall ceC do
(* K% ql & ¢c*)
(£ ST AT MY RGd Sk ¢ 1UfE E*)
end
end
end
end
eseif t=ACK
begin

(*fARHTHR S0 <t,<<acktype,<n,id>>,ackbody>>*)
if acktype=ACK_ERR then
begin
forall <y,g>€Q doif P<n,ID>=g<n,|D> then {4 q 1% 54 i;
(A SRS X 4 RUE A REE SR IR )
if Si B then

begin
if n AT AT SEE then exit;
else
begin
(* RILH L <ACK,<ACK_ERR,<n,ID>>>%; y*)
(* A\ Q MRS | A5 51)
end
end
end
elseif acktype=ACK_SUC then
begin

(*FRHTHR ST N <t,<<acktype,<n,id>>,<certpath>>>*)
forall € Q do if P<n,|D>=q<n,|D> then W4 q %54 i;
(*A\ SRS X85 UE B E B AE I R )
(*#g<<n,cert><certpath>>¥f A\ T*)
(* R IEHRIC<ACK ,<<ACK_SUC,<n,|D>><CAcert,<certpath>>>>%; n*)
if Si B then
if n 8T AT SIMEE then
return T;
else
(* A\ Q HIMBREE | A5 £5*)

end
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