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Abstract: Along with the sharp increase in the bandwidth and application of Internet, the complexity of the net
framework has become much higher. Especially in recent years, with the continuous growth of the frequency and
the continuous spread of the scale that network attack took place, it has been more and more complicated to
monitor and control the network and abnormal behaviors. Hence, it becomes more important to discover the
abnormal behavior on the internet as soon as possible. This paper focuses on the statistics of the number of TCP
flag-packets on the Jiangsu’s trunk of CERNET. At firgt, it analyzes the ratio distribution of the numbers of
flag-packets in the normal condition and makes a comparison upon that, which then educes that the ratio
distribution is comparatively steady in the normal condition (no abnormal behaviors on the net). If using such
comparatively steady ratio as a kind of index, it becomes possible for us to quickly detect the scan attack with the
phenomenon of the number of a certain flag-packet has a great change. At last, this paper compares the normal
condition with the abnormal condition upon an example of the number of TCP flag-packets on the Jiangsu’s trunk
of CERNET during a certain time, and then analyzes the detailed cause of such abnormal phenomenon.
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