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Abstract: Considered the request of NBOS_S, this paper proposes a method for traffic classification based on flow features using
DBSCAN technique. Mixed the method of port-based. payload-based and host behavior classification, we identify approximately
96% traffic monitored by NBOS_S, and then we get standard application traffic by combining it with the local catch traffic. In
order to achieve high-density clustering results, Symmetrical Uncertainty notion is applied to obtain the best combination of flow
features, furthermore, kernel function is introduced into the DBSCAN clustering algorithm to eliminate the negative effect caused
by samples’ uneven distribution. For optimizing the clustering results, we use DBSCAN technique twice based on different feature
combinations and get the final target classification scheme.
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