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Optimizing Rule Sets of Intrusion Detection System

Based on Reduction Cost
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Abstract: It is well knonwn fact that a large number of irrelevant alerts and false positives commonly exist in large-scale intrusion
detection system and the efficiency of intrusion detection is directly dependent on the quality of rule sets for the detection. So this
paper proposes the optimization model of rule based on reduction cost. By split, the reduction cost of rule sets is divided into three
parts, these are Generation Alert Cost, False Negative Damage Cost, and False Positive Damage Cost, which are analyzed and
quantized. And then replace global optimization model with local optimization mode by further analysis of optimization models for

simplifying calculation. Lastly, experiment on a practical system, showing the feasibility of the model, and filter 510 rules relation

with botnet from 2763 rules.
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