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An Accurate M ulti-pattern Matching Algorithm WDawgMatch In

Intrusion Detection System
Ning Zhuo GongJan
(School of Computer Scienceand Technology, Southeast University, Nanjing 210096 )
Abgract The treditiond multi-pattern matching agorithms like AC, BM do not meet the requirement of online out-of-order
stream reassembly when NIDS detects atack sgnature matches within packet payloads As a famous accurate multi-pattern
meatching dgorithm, DawgMatch wes generdly used in NIDS as it could get the digests of the segment being scanned.
Unfortunately, though it promotes the space usage by 2-tuple indexing factor with the help of DAWA automaton, its matching
ped ill can not catch up with the nead of online linear detecting. To promote the performance of DawgMathch, we design a
new dgorithm WDawgMach based on it. WDawgMach makes use of weighted edges to diminate back trace problem of
DavgMatch to achieve linear matching spead. The performance andysis and experience shows tha, by sacrificng the
preprocessing time, WDawgM ach improved the worst time complexity of DavgMatch and make it comparableto the agorithm
AC.
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