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Backbone Active IP Address Space Detection Based on Flow Records

ZHANG Ling-Feng DING Wei GONG Jian MIAO Li-Hua
(School of Computer Science and Engineering, Southeast University, Nanjing 211189)
Abstract Understanding the utilization of IP addresses is much important for network administrators and network
security research etc.. This paper proposes a methodology of detecting active IP addresses based on sampled flow
records. The core idea of the methodology is that IP addresses with two-way communication traffic are active. The
method is based on passive measurements and uses sampled flow records as data source, making it possible to be
deployed at the boundary of backbones. Furthermore, we discuss the impacts of flows’ sampling and spoofed
traffic on the method. DPI technology is used to validate accuracy and efficiency of the method. Finally, the
method is deployed at all 38 nodes of CERNET, detecting active IP address space in the whole CERENT network.

Keywords P address activity; flow records; sampling; two-way traffic
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Background

Although IPv4 addresses have declared their exhaustion to
the world, allocated addresses are often heavily under-utilized.
Allocated and actual-utilized addresses are called active
addresses. Understanding the utilization of IP addresses is
important for network administrators and network security
research etc. While the big challenge in managing IP address
space is lacking reliable mechanisms to monitor the activity of
addresses.

Much related work has been done till now. To our
knowledge, 1SI’s Internet Census project ' is the first to
publish census of IPv4 address utilization, which periodically
sends ICMP echo requests to each IPv4 address to track the
activity except private and multicast addresses. They found
approximately 4.3M /24 active address blocks through a
month’s scanning. While active probing is simple to practice, it
has two limitations: significant probing network traffic
overhead and inaccuracies due to some networks may either
filter out echo requests or reply on behalf of target hosts.
Passive traffic measurements avoid all these flaws with active
probing. Nevertheless, it also has two challenges, one is the
limited visibility of observation points, the other is the presence
of spoofed traffic that can distort results by implying the faked

addresses are active. Alberto Dainotti et al.l! developed a

certificate  system, remote education under network
environment and network behavior.
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heuristic methodology for removing spoofed traffic from both
IBR traffic and operational network’s unsampled flow data, and
found the resulting filtered data effectively supporting
census-like analyses of observed address space utilization.
However, there is much difficulty in capturing IBR traffic from
the Internet. What’s more, unsampled flow dataset used in their
approach requires a large quantity of resources, making it
inappropriate for a larger scale of address space measurements.
Two other studies have used TTL-based inference with active
and passive measurements to detect spoofed packets, they tried
to establish reference values of TTL for different traffic classes,
inferring that packets with diverging values are spoofed.
Complete IP packets are required for this TTL-based inference,
which makes it impossible to extend the method on a large
scale. Overall, the difficulties for passive measurements lie in
dataset selection and scale limitation.

With the gradually maturing of flow technology,
represented by NetFlow, all the mainstream backbone routers
support providing flow records. This paper proposes a
methodology of detecting active IP addresses based on sampled
flow records captured from border routers. The method is based
on passive measurements and could be deployed at the

boundary of backbones, which is the greatest advantage.



