#oL K F F R (TFER
Journal of Zhejiang University (Engineering Science)

IPv4 5 IPv6 R ELTRXT 4T

5 A, T

CREARZ M2 2450, L5 PR 211189)

W OE: NTIRNTE IPV6 ML IR SRR, AIRSCX IPv4 F IPV6 I (IR SAT Jy M IERI AT A FIAR SR
1R R AR BT T X R A S T AESE T CERNET RS RTE 1 50 IPv4 WA IPV6 I3 F it AR 4
PEREARREAT, KBS FFE T3 3 AT FE T, X0 ok B WA W 4 1) ) S0 B i b AT 17 xf B i 46 SR 3R] —
FAETEFERAT N7 R AR — B, (ER TN DR RAT AT, F i DA HTTP S8R 4546 5 i AR
o E A S R BN, HTTP RARSGTE IPvA 48 R #2546 K i, (HRTE IPve M4, —ik
K, EFRADRP B H, G HEE F T 1Pv4 T IPve R P s AN I 41 g e
FHSCIEAR, A R SR ARG HE AR 9. 25 5 Sk B0 45 i S i, IPV6 4% IR BAT AAAEIR 2 A E
AAMEREN 2, HREARMRE, BAAERERN IR WEREARE, TREAELE RS M PR K
BT NS5 L ATIR, TER D1 R BRI R ARG 2 1PV6 X 4% 114 [R] 2B2 BE B 40 22 4 PR ARG & PR 1 R 4.
REA: IPV6 M4 il IR, REAT N

FE S TP393.0 SCHMFIREG: A XEHT:

Comparative Analysis of IPv4 and IPv6 Network Traffic
Behavior
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Abstract: In order to understand the characteristics of IPv6 network traffic, this paper compared
the traffic behavior of IPv4 network and IPv6 network from two aspects: basic traffic behavior and
the composition of the application carrying the flow. The research work was based on the data
which was carried on CERNET Nanjing master node 1Pv4 network and IPv6 network border
router. The carrying application was based on port distribution expansion. The comparative traffic
data from the two networks was compared and analyzed. The results show that the two are
basically consistent in terms of traffic basic behavior, but in terms of port traffic behavior,
mainstream ports and HTTP services The correlation coefficient of the traffic usage ratio of the
bonded port is small. The HTTP-type service carries most of the traffic in the IPv4 network.
However, in the IPv6 network, some unknown ports, even the ports open by the Trojan horse,
occupy a dominant position. The correlation between traffic entropy of ports and out-of-network
ports in IPv4 and IPv6 networks is strong, and the correlation of traffic entropy of external ports is
weak. The comprehensive experimental results show that there are many uncertainties and

unhealthy factors, such as a large amount of unknown traffic, and dangerous port vulnerabilities in
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IPv6 network traffic behavior; network traffic is unstable and there may be a large number of

attacks or scanning behavior initiated outgoing network within the network. In summary, it should

be done that pay more attention to security and management and control of IPv6 networks while

vigorously developing and actively deploying them.
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Fig.1 IPv4 and IPv6 network traffic pattern information
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Tab.2 Comparison results of basic flow behavior
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7TH10H 0.957391 0.963478 0.909565 0.921739
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Tab.3 Comparison results of the proportion of the first three ports in the network

Hix BNERCCUE . IR L A TGS IR L
BEALEES AP S EILES - BEILES R
1 -0.108576 -0.128916 0.298577 0.095559
2 -0.354984 -0.156101 0.585086 -0.190443
3 0.596921 0.395012 0.673752 0.490696
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Tab.4 Comparison results of the proportion of the first three ports outside the network

RV BNERCCES T A IscOE B ANRTIEOELE Rl R L
WEIMG RS HHMXRY IR AS IR
1 -0.020077 -0.296977 -0.073663 0.086512
2 -0.200317 -0.432381 -0.196118 0.109729
3 0.448376 0.556374 0.268869 0.114828
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Tab.5 Comparison results of 443 and 80 port traffic ratios in the network

HTTP i 1] UNE S (] AN 86 ] AN N = o = A s g =
WHIHCRE  WRIOHCRE  HHIMXERE IHHHR RN

443 -0.435176 -0.366873 -0.206806 -0.336634

80 0.247399 0.138621 0.299937 0.296139

F 6 M4t 443 1 80 % O E 5 X HLEE R

Tab.6 Comparison results of 443 and 80 port traffic ratios outside the network

HTTP i H NG HEROCS T SSRGS L T
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443 0.101813 0.325571 0.125168 0.322383
80 0.249733 0.415244 0.437586 0.348288
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Tab.7 Comparison of port traffic distribution entropy in the network

H BNERCCEOMTE RO S IO SR IR e
CHIPRE St CHILPS CHILPS S CHLiPS S

7H10H 0.706494 0.677922 0.771429 -0.749351
7H11H 0.716522 0.749565 0.809565 -0.646957
7H12H 0.622609 0.689565 0.72087 -0.544348
7H13H 0.654783 0.606087 0.789565 -0.637391
7H14H 0.586957 0.545217 0.68 -0.675652
7H15H 0.577391 0.644348 0.674783 -0.626087
716 H 0.674783 0.612174 0.847826 -0.678261

7R 0.636834 0.605239 0.746694 -0.62735

R 8 Wb D FE AR X AR

Table 8 Comparison of port traffic distribution entropy outside the network

H 3 NS Vi e LR - V12 M N S O 2 N e (S e O N
BRI R AL FRoC R AL LLEP S LA

77110 H -0.17013 0.756522 -0.325974 0.912174
7H1LH -0.426087 0.635652 -0.456522 0.792174
7H12H -0.410435 0.631304 -0.373913 0.82
7H13H -0.34087 0.625217 -0.32 0.829565
7114 H -0.253913 0.646957 -0.211304 0.858261
7H15H -0.327826 0.782609 -0.436522 0.894783
716 H -0.227826 0.635652 -0.361739 0.881739

7R -0.28301 0.642412 -0.361256 0.829047
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Fig.3 Basic traffic change information
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Tab.9 Top three ports of IPv4 network traffic

ERVN R HEA F RSO FNT T HHA F T R4
1 443 443 80
2 80 80 443
3 53 5001 123
K 10 IPv6 PR BRI =4 % D
Tab.10 Top three ports of IPv6 network traffic
K RS HE A F RSO HEA FNTHH A F T H A
1 16703 54321 16703 54321
2 54321 16703 10137 16703
3 10137 10137 54319 51413
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