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Abstract: Detect DNS dependence is very important for a network in DNS security. This paper takes the DNS packets passing through

border router as the data sources, and take the number of the users' IPs accessing a DNS as the dependence degree metric, then clustering the

dependence metric with k-mean clustering algorithm to find the DNS with high dependence.
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Figure 2.data store format
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Table 1. the clustering situation of outer DNSwhen the data

isdivided into 4 classes
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Table5. the clustering situation of outer DNS when the data
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Table 2. the clustering situation of inner DNSwhen the data

isdivided into 4 classes

= 2BHI\H A 4 20 AER DNS BIR 381ER

0y (DNS IR 55 25558k IP

LK /IN(DNS IR 55751~ %5)

#)

1129.50 24506
3566.50 7
34072 11
10865.50 58

A K DNS 55 4370 7 6 KR(RIK=6), £ R 1 1 -

Table 3. the clustering situation of outer DNSwhen the data

isdivided into 6 classes
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Table 4. the clustering situation of inner DNSwhen the data

isdivided into 6 classes
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Table 6. the clustering situation of inner DNSwhen the data

isdivided into 7 classes
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