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An Immunity-Based M odel for Intrusion Detection Applicable on Intranet
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Abstract : Existing network-based Intrusion detection System have drawbacks in many aspects,
among of which the two outstanding problems are high radio of false darms and the lack of
self-adaptation. The Adaptive Immune System Model offered by Hofmeyr had salient features
compared with variants of immunology-based network intrusion system, which are distributed.
self-organization. lightweight. In this paper, Hofmeyr’s model was introduced briefly fistly, then
the features of Intranet traffic were analized. Based on these, a new model was proposed. This new
model can be expected to detect and to protect the overall Intranet from attacts with the
advantages of Hofmeyr’s Model.
Keywords: intrusion detection, the human immune system. detector
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