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Intrusion detection and forensic analysis for network security incidents
Gong Jian Wang Zhuoran Su Qi Yang Wang
(School of Computer Science and Engineering, Southeast University, Nanjing 211189, China)

Abstract To improve the efficiency of the security incident response, an intrusion detection and fo-
rensic analysis automation response model was designed and implemented. The model was based on
the particular security event information, OpenFlow switches were used for packet filtering and for-
warding, PF_ RING ZC Zero-Copy tool was used to automatically collect packet traffic, and open
source intrusion detection software Suricata and multi-feature associated redundancy elimination algo-
rithm were used to complete network intrusion detection and redundance elimination of intrusion e-
vent. Bro system was combined with application layer protocol analysis to complete forensic analysis
of network traffic, which could significantly reduce manual intervention. Various parts of the automa-
ted response model were analyzed in detail by bots detected experiment, the results show the effective-
ness of the model for enhancing the efficiency of the security incident response.
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