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Abstract ; To solve the problem of poor robustness and vulnerable synchronization of the current net-
work covert timing channel using inter-packet delay (IPD), a robust and self-synchronous covert
timing communication model based on spread manchester code (ROSMC) is proposed. First, the
spectrum of the covert message is spread to produce spreading code(SC). Then, the duration of net-
work flow is divided into many time intervals with equal length and two adjacent time intervals con-
stitute one pair. Each bit of SC is embedded into flow through simulating 0 and 1 encoding process
of the corresponding Manchester code( MC) . The encoding process can be implemented by adjusting
the number of the packets in the time interval pair. Meanwhile, an offset from the starting moment
of flow is used to indicate the synchronous position. The offset and MC features make the adjusted
flow present self-synchronization which can help receiver decode covert message accurately. The ex-
perimental results show that, compared with the IPD-based methods, the proposed model synchronizes
sender and receiver more quickly and accurately. The maximum of the detection error rate can be re-
duced by 85% under different network traffic loads and the resistance to interference is significantly
enhanced. Besides, the proposed model presents better covertness under heavier network traffic loads.
Key words: information security ; network covert timing channel; Manchester code ; robustness; co-
vertness
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