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Natural Colored I nformation Reconstruction Process and its

Application in Networking Security

Sun Meifeng!  PENG Yanbing® GONG Jian® YANG WANG!

(*School of Computer Science and Engineering, Southeast University, Key Lab of Networking of Jiangsu Province, Nanjing, Sipailou, 210096)

(*FIBERHOME TELECOMMUNICATION TECH CO.LTD, Nanjing, Zhongshan South Road, 315#, 6F, 210001)

Abstract The natural coloring process deploys the overlapped Short Bit String Mappings to keep the coloring relationship
among different Hash functions in affinal Hash string seeking. The aggregation relationship and coloring relationship is
analyzed from the view point of Quotient set mapping, it suggests that the natural coloring process can disclose more bits of
origina string in the multi Hash aggregation by inner balance of Hash functions. The quantitive balance of TCP packets in
the natural coloring aggregation process can be used to detect the |P address(es) and/or port information of victims and/or
attackers of TCP macroscopical abnormal behavior such as DDoS, internet worm etc., which was validated by the results of
two experiments in the real traces. The natural colored aggregation process extends the application field of quantitive balance
of TCP packets greatly in networking security detecting /monitoring fields.

Keywords Hash Aggregation, Quotient Set Mapping, Natura coloring, Macroscopical TCP Quantitive Balance, Security
Event Distribution Computing
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