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A Method of Web Attack Mutation Auto Construction

Yang Wang™ Gong Jian*2 Xiong Wu™
Department of Computer Science, Southeast Univ, Nanjing 210096
% Jiangsu Province Key Laboratory of Computer Networking Technology

Abstract:  Along with the rapid development of web application, web attacks become an important part of network
attacks. The ability of detecting web attacks also becomes an important part for Intrusion detection systems. Most of the
IDS testing gather real attack tools to test the ability of intrusion detection systems. This method is limited, the test-bed is
complicated, and the traffic volume can’t meet the request of the network bandwidth today. The new method uses attack
pattern to construct attack packet, and use multi-layer method to construct the mutant of raw attack. The experiments
prove that the method is effective.
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