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SyncPoint based scoring method in DS evaluation
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2. Key Laboratory of Computer Network Technology of Jiangsu Provincial, Nanjing 210096, China)

Abstract: Scoring the true positive rate and the false positive rate is a key component in IDS evaluation. The accuracy of
the scoring method affects the effectiveness of the evaluation results. There are two kinds of scoring methods existed, one
considering the false positive and the other not. But both of them aren’t accurate enough and don’t scale to the traffic
volume increase. The paper analyzes the characteristics required by the evaluating window, and proposes a SyncPoint
based scoring method utilizing the features that the IDS processes the packet in a FIFO queue way. The theoretical analy-
sis and the experiment show that the SyncPoint based scoring method is better than the current methods in accuracy and
the scalability.
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