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[ Abstract] Based on an Intrusion Detection System ( IDS) , this paper proposes a response scheme for User Datagram
Protocol ( UDP ) reflection attacks from 5 kinds of UDP reflection attack amplifiers, including Character Generator
Protocol( CharGen ) , Domain Name System ( DNS ), Network Time Protocol ( NTP ), Simple Network Management
Protocol (SNMP) and Simple Service Discovery Protocol ( SSDP ). After the reflection attack amplifier is located, the
scheme combines Software Defined Network ( SDN) on the network boundary with response rules based on OpenFlow
tables to filter control command messages, so UDP reflection attacks can be prevented. Test results on the network
boundary of Nanjing main node of China Education and Research Computer Network ( CERNET ) demonstrate the
operability and effectiveness of the proposed response scheme.
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Fig.1 Relationship model between the attacker,amplifier,attacked host and network boundary
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Fig.2 Design process of the response scheme
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Fig.4 Statistics of responses to UDP reflection attacks
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Table 1 Processing results of DNS forwarding messages

DNS B % £ Wi ERK
A HOCH fOCH HOCEC OC/%

210.28. = .104 572275 567 888 4 387 99.23
210.29. *.194 906 050 809 110 96 940 89.30
58.193. % .182 512 963 510 289 2674 99.48
210.28. = .5 705 703 584 887 120 816 82.88
210.29. = .4 186 746 183 706 3 040 98.37
Rt 2 883 737 2 655 880 227 857 92.10

*£2 NIPHEZBRXHLHEBLER

Table 2 Processing results of NTP forwarding messages

NTP ek 5 mE EFHHE
R B4 B WoCH HR3Ce/%

101.77. % .254 20919 352 20 919 350 2 99.99
101.77. % .190 18 693 775 18 693 774 1 99.99
101.77. % .204 19 663 683 19 663 682 1 99.99
101.77. % .212 20 407 994 20 407 993 1 99.99
202.112. % .252 17 987 940 17 987 939 1 99.99

Bt 97 672 744 97 672 738 6 99.99

Hi& | A& 2 0] 1, DNS fil NTP 5% % 4t SC Y
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Tt — 2% DNS ] 3% 42 3030 5% ok £ B HAR SCRAIE , A1)
T 7 O IE A O, BT LA S B

> Internet Protocol Version 4, Src: 49.80. .123, Dst: 210.29. .194
> User Datagram Protocol, Src Port: 29423, Dst Port: 53
v Domain Name System (query)
Transaction ID: @xaeS7
v Flags: 0x100 Standard query
... veer ieee aeen = Response: Message is a query
. ... = Opcode: Standard query (@)
... = Truncated: Message is not truncated
... = Recursion desired: Do query recursively
... = Z: reserved (8)
= Non. henti d data:

RERITER

Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: ©
v Queries
v www.baidu.com: t A, class IN

Name: www.baidu.com
[Name Length: 13]

WRIKE: www. baidu. con

[Label Count: 3]
Type: A (Host Address) (1)
Class: IN (©x0001)

HRAE: AGENRLD

B 5 DNS [EFR iR
Fig.5 Records of reinjected DNS messages
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