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An Anomaly Detection Method Based on Port Network Traffic

Feature Entropy
WANG Li"” DING Wei? WU Qi® XIA Zhen®”

D239 (school of Computer Science and Engineering, Southeast University, Nanjing 211189)

Abstract The paper presents an anomaly detection method based on port network traffic feature
entropy. This method first tests the normal distribution of the port distribution information entropy
for a given measured flow in network boundary. On this basis, an anomaly detection algorithm is
designed for the mathematical principle that the probability of random variables of normaly
distribution N(u,6%) in interval (u-no, u+no) is the same for any given p, ¢ and n. The algorithm is
then applied to the same network boundary, and the abnormal traffic detected during the 14-day
operation is analyzed, and all exceptions can be accurately positioned for a specific event. This
result indicates the effectiveness of the anomaly detection method.

Key Word anomaly detection, traffic characteristics distribution, information entropy, normal
distribution, flow records
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Top 18 Dst IP Addr ordered by packets:

Date first seen Duration Proto Dst TP Adde Backats (%) Buictas (8] pps bps bpp
2017-81-14 £3:51:55.808 1952.066 any o1 . 137.3 1537(58.5)  B877336(99.9) 54.9 M{97.7) 445 224885 62
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2017-01-14 04:20:11.000 ©.000 any 153.0M.255.5 1( 0.8) 1({ 9.0) 74( .8} <] <] 74
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2017-01-14 04:20:06.000 ©.000 any 158. 0 253.173 1{ 0.0} 1({ 9.0} 74( 0.8} <] e 74
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The change of network traffic can reflect the
situation of network operation to a large extent.
Most of the network anomalies will be reflected in
the flow patterns. In the event of anomaly traffic,
what happened in the network? This is a problem
that has so far not been well resolved. Therefore,
anomaly traffic detection has always been a hotspot
in the field of network management. Practical
research work needs to start from two levels, the
first is to locate the anomaly in the massive network
traffic, the second is to analyze the reason why the
anomaly happen and generate the relative responses.

The detection of anomaly traffic behavior is
based on measures, and the simplest measure is
bandwidth-related, such as bps and pps. Many
related work attempts to analyze the distribution
characteristics of the traffic characteristics in the
network traffic at a certain time interval by
analyzing the distribution of the flow characteristics
such as the source and destination IP address, the
source and destination port, the size of the stream,
and the duration of the flow. Information entropy is
a good way to integrate these measures, so many
researchers choose it as a tool of research.

Port is an important field in TCP and UDP, which

is set up to facilitate the simultaneous execution of
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multiple web applications with the same host, and is
typically used to identify different applications. By
observing changes in port traffic distribution, we
could be able to find exceptions.

Common anomalous flow behavior detection
methods include wavelet analysis and time series
analysis. The former has a better detection effect,
but the calculation process is complex, there is a
sliding window size equivalent to the delay, it is not
suitable for on-line detection; relatively speaking,
the latter have a wider range of applications.

Relative to the anomaly detection, the exception
data analysis area is not very effective method can
support the detection of anomaly traffic analysis,
and locate the possible security events. All the
anomaly detection methods are validated by the
measured flow rate.

Our group presents an anomaly detection method
based on port network traffic feature entropy. It
worked in the actual network environment, and it is
efficient to complete the anomaly detection mission.
By analyzing the detection results, we found all
exceptions could be accurately positioned for the
specific event. This indicates the effectiveness of the

anomaly detection method.



