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Abstract: With the rapid development of Internet technology, the response of related security incident is an essential part of
the network security architecture. This thesis brings forward an incident response workflow that fit for the requirement of
CERNET Eastern China(North) Network Center, based on the whole frame of the most authoritative PDCERF six phases incident
response procedure in the world,and develops DIM(short for distributed incidents management system) according to the workflow

and ticketing system. DIM has been deployed in the 38 key nodes in CERNET.The system has been proved efficient for

supportingt the Incident Response through practice.
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