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1.318

W2 2 A I RS A PRBE 2 IE R ISATINE 2 T H, B 5 WKETEHRGME A, 0
AR R R 2 AR AT hy o X 48 2 4 W I 28 8 11 3 A T R A FEAG I HH 1E A % AR i ek
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ST PSR I B R AR 2 LR B AT W b e 247 — MRSCHER R IE K,
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KA (R D WIUAEEI, ST EH DT B, XeH
RS, BN SCA S A AR SRR .
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AL EHRE A ITLN A — AN U5 bR 2 A B A b R K R R SR B, IR
(R 1) A 5
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T <. fERGEH COUNT /M4 SATAN Hf EEFH8 (o D B e 1), RS vEe FIERIAME
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An Implementation Model of Network Monitoring for Misuse Detection

GONG Jan DONG Qing LU Sheng

(Computer Department of Southeast University, Nanjing 210096 )

Abstract: An implementation model of network monitoring for misuse detection is proposed in
this paper. The model contains three hierarchically related functional components: data collecting,
analysis-decision, and analyzer, which can be effectively used to detect known misuses in a
real-time way. A security knowledge expression method based on the concept of analyzer is
introduced, and is applied to three well known attacks, scan, teardrop, and land as examples. Some
other implementation issues like response mechanism are mentioned as well.

Key words: Network security, Network monitoring, Misuse detection, Scan, Teardrop, Land,
Response mechanism.
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